x X%
A\
AN

¥ o+

EUROPEAN OPEN
SCIENCE SPACE

2nd INTERNATIONAL
SCIENTIFIC

AND PRACTICAL
CONFERENCE

NEW HORIZONS
IN SCIENTIFIC RESEARCH:
CHALLENGES
AND SOLUTIONS

DECEMBER 16-18, 2024, MARSEILLE, FRANCE '



B EUROPEAN OPEN

é? SCIENCE SPACE

Proceedings of the 2nd International Scientific
and Practical Conference

"New Horizons in Scientific Research:

Challenges and Solutions™
December 16-18, 2024
Marseille, France

Collection of Scientific Papers

France, 2024



Proceedings of the 2nd International Scientific and Practical Conference
"New Horizons in Scientific Research: Challenges and Solutions"

ZN EUROPEAN OPEN December 16-18, 2024

Jp~ SCIENCE SPACE Marseille, France
e — — ]
UDCO01.1

Collection of Scientific Papers with the Proceedings of the 2nd International Scientific
and Practical Conference «New Horizons in Scientific Research: Challenges and
Solutions» (December 16-18, 2024. Marseille, France). European Open Science Space,
2024. 231 p.

I'!'. rcademic— The conference is included in the Academic Research Index
e ReserchBib International catalog of scientific conferences.

The conference is registered in the database of scientific and technical
= events of UKrISTEI to be held on the territory of Ukraine (Certificate
Ne511 dated 18.09.2024).

E

&
>

\(

The materials of the conference are publicly available under the terms
of the CC BY-NC 4.0 International license.

The materials of the collection are presented in the author's edition and printed in the
original language. The authors of the published materials bear full responsibility for
the authenticity of the given facts, proper names, geographical names, quotations,
economic and statistical data, industry terminology, and other information.

ZN\ EuroPEAN OPEN © Participants of the conference, 2024
SCIENCE SPACE © Collection of smeqﬁﬁc papers, 2024
ﬁ? © European Open Science Space, 2024



Proceedings of the 2nd International Scientific and Practical Conference

"New Horizons in Scientific Research: Challenges and Solutions"

AN EUROPEAN OPEN December 1_6-18, 2024
S SCIENCE SPACE Marseille, France
R EEEEE————

References
1. Alexander K., Yevgeny Kh. Machine learning for network traffic analysis. -
SPARK, 2019. - 596 p.
2. Shailendra S., Gopal K. WITH. Traffic analysis using machine learning
algorithms. - ICCCA, 2021. - 608 p.
3. Tripathi S., Gupta B., Almomani A. Hadoop based defense solution to handle
distributed denial of service DDoS attacks., 2013. — 164 c.
4. Vanitha K., Mala C. A survey on detection and prevention of distributed denial
of service (DDoS) attacks. — Journal of Ambient Intelligence and Humanized
Computing, 2019. — 1931 c.

BIPOBAIKEHHS MIIXOIB JJ51 NIIBULLIEHHS
SIKOCTI TIPOTPAMHOTI'O 3ABE3NEYEHHS

IleBuyk bopuc

K. II. H., JOLIEHT

3akycuwio MuxkoJia

acripaHT

Kadenpa inpopmaiiiiHux CUCTEM 1 TEXHOJIOT1i

VYkpaiHchbKul epkaBHUM yHIBepcUTeT iMeH1 Muxaitna JlparomanoBa

AHoTamist . MeToro JOCIIKEHHS € aHaIi3 BIPOBaKEeHHs MiaxoaiB DevOps Ta
CI/CD jans migBUINEHHS SAKOCTI MPOTPAMHOTO  3a0E3MEUYCHHS.  3aBJaHHAM
TOCHIKEHHST OyJl0  JOCHIauTH, SK BUKopucTaHHia DevOps-meromosorii  Ta
aBromatm3amnii uepe3 CI/CD-mpouecn BIUIMBaIOTH Ha SIKICTh Ta CTaOLIBHICTD
npoaykry. O06’ektom pocrmimpkeHHs € DevOps-iHCTpyMEHTH Ta TpPaKTUKH, SKi
3a0e3MeYyoTh aBTOMATH3aIlil0 LUKy pO3POOKH, TECTyBaHHS Ta PO3TOPTAaHHS
MpoTrpaMHOro 3a0e3nedeHHs. Pe3ynbTaroM JOCHIKEHHS € OrJisii OCHOBHUX
npuniunis DevOps, metoxaiB aBromaru3aiii yepe3 Cl/CD-naiiriaiiau Ta iX BILUTUB Ha
SAKICTh PO3POOKHU Ta BUITYCKY ITPOTrPAMHOTO 3a0€3MeUeHHSI.

Kmouosi ciaoBa: DevOps, CI/CD, 3abe3ncueHHs SKOCTi, aBTOMaTH3aIlis,
1HTerpaitiisi, 0e3nepepBHe PO3TOPTaHHS.

Beryn. V cydacHoMy CBiTi po3po0OKa pOrpaMHOTO 3a0€3MeUeHHs CTa€E BCe OUTBII
JMHAMIYHOIO Ta IHTErpOBaHOK 3 OI3HeC-TporiecaMu, IO CTBOPIOE TOTpeOy B
e(EeKTUBHUX METOAAX JJIs MiJBUILEHHS SIKOCTI Ta IIBHJKOCTI BUITYCKY MPOIYKTIB [3].
Tpaauiiiiai TMAXOMU 0 TECTYBaHHS Ta BUITYCKY YacTO BUSBIISIIOTHCS HEIOCTATHBO
edeKTUBHUMH ISl 3a0€3MEe4YCeHHs] HEOOXITHOTO pIBHS CTaOUIbHOCTI Ta sikocti I13.
BripoBakeHHsI 1HHOBALIMHUX TPAKTHK JO03BOJIAE JOCATTA BHUCOKOI SIKOCTI MPOAYKTY
3aBJISIKM THTErpallii MPOLECiB pO3pOOKH, TECTYBAHHS Ta PO3TOPTaHHS, IO € aKTyaJIbHUM
1Sl KOMITaHiH, SIKi IIParHyTh CKOPOTUTH Yac BUXOLY MPOIAYKTY Ha PHHOK [2].

MeTo10 IOCIIUKEHHS € aHajl3 METOHIB 3a0e3medyeHHs SKOCTI 32 JOIMOMOIOX0
BrpoBapkeHHs DevOps-npaktuk ta apromaruzaiii yepe3 CI/CD.
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OcHoBHa wyactuHa. DevOps — 1e KynbTypHUM MiAXiT 10 PO3POOKH
IporpaMHOro 3a0e3redeHHs, Skl o0'eqHye KoMaHau po3pooHukiB (Dev) Ta
onepamiiianx imkeHepiB (OpS) mis MOCATHEHHS CHUTBHUX IIUICH: IIBHIKOTO,
CTaOLIPHOTO Ta SKICHOTO BUIYCKY IporpamHoro 3a0e3neueHHs. OCHOBHI MPUHIIUITN
DevOps, siki 6e3mocepeIHh0 BIUTMBAIOTH Ha SKICTh, BKIIOUYAIOTH [4]:

CmiBmpanst Ta komyHikaris. DevOps mnepenbavae TICHy CHIBOpaLI0 MiX
KOMaHJaMH PO3POOKH Ta Omepalliif, 10 CIPHUSE KPaIOMy PO3YMIHHIO BHUMOT 0
MPOrPaMHOTO 3a0e3MeUYeHHsl, BYACHOMY BHUSBIEHHIO MOTCHIIMHUX Mpo0ieM Ta
MIBUALIOMY iX BHUpimeHHI0. lle 3MeHmIye KUIBKICTh MOMHJIOK Ha MIi3HIX eTamax
PO3pPOOKH.

Aptomatu3zariisa. OauH 3 KiIo4oBUX HpuHUuMiB DevOps — 1e aBTOMaTH3aIlis
BCIX PYTMHHHUX TMpPOIIECIB, 10 BKJIOYAE TECTYBAHHS, HAJAINTYBaHHS CEpEIOBUIIIA,
pPO3rOpTaHHS Ta MOHITOPUHT. ABTOMAaTH3aIlisl JO3BOJISIE 3HU3UTH PU3UK JIFOJICHKUX
MOMUJIOK, TIOKpAIly€ MPOJYyKTUBHICTh Ta CIPHUSE MIBUIKOMY 3BOPOTHOMY 3B’S3KY B
IIUKJII PO3POOKH.

besnepepsue Brockonanenns. DevOps 3aoxodye OGe3nepepBHE BIOCKOHAICHHS
MPOIECIB Ta I1HCTPYMEHTIB, III0 BUKOPUCTOBYIOTHCA [JIsi 3a0€3MEUECHHS SKOCTI.
[locTifiHuii aHam3 pe3ynbTaTiB Ta 3BOPOTHUW 3B’A30K CIPHUAIOTH ajanTamii Ta
MOKPAIICHHIO IPOLIECIB Y BIJIMOBI/Ib HA HOBI BUMOT'M Ta BUKJIUKH.

Iadppacrpykrypa sk kox (laC). Konmenmis laC  mo3Bosisse  ommcyBaTh
1HPpACTPYKTYypy MNPOrpaMHOrO 3a0E3MEUEeHHS Yy BUIVIIAL KOOy, SIKUM JIETKO
MIATPUMY€ETbCS Ta BepcioHyeThecs. Lle 3abe3nedye cTaHmapTU3alil0 CepeaoBHUIIA,
HOTO JIETKY BiITBOPIOBAHICTH 1 3HUKYE PU3UK KOHDITypaIIiTHIX TOMUIIOK.

CI/CD (Continuous Integration/Continuous Deployment) — 1ie MeTomoJioris Ta
Ha0lp MPaKTHK, SKi JO3BOJIAIOTH aBTOMATH3yBaTH MPOIEC 1HTErpallli Kogay Ta Horo
posroptanns. CI/CD ckiiagaerses 3 Takux eramis[5]:

besnepepsna interpamist (Cl). Ha mpomy erami 3MiHM Yy KOJZI aBTOMAaTHYHO
IHTErpyIOThCS Y LEHTPAIbHUN PEMO3UTOpId Ta MpOoXoasaTh aBTomartuyHi Tectu. Cl
JI03BOJISIE BYACHO BUSIBJISITH TIOMWJIKM Ha PaHHIX eTanax, KOJIW iX BUIIPABJICHHS €
MEHIII 3aTpaTHUM. 3a3BHYaii BHUKOPHCTOBYIOTBCS Taki iHCTpyMeHTH, sik Jenkins,
GitLab CI/CD ta CircleCl, mo 3a0e3mneuytoTh aBTOMATHYHE TECTYBAHHS IIiCIIs
KO>KHOI 3MI1HHU B KOJI.

besnepepsua gocraska (CD). Ileit eranm mepenbavae miaroToBKy MPOrpaMHOTO
3a0€3MeUeHHs] 0 BUIYCKY B OyJb-IKHA MOMEHT. 3aBJSKM aBTOMAaTH3allli KOXHa
3MiHa, [0 MPOWILIAa YCHIIIHE TECTyBaHHS, Mok OyTHW jocTaBiieHa y Staging-
CepeNoBHUIlle IS TOJANBIIOT0 KOHTpOMO sKocTi. [HcTpymentn mist CD (sik-ot
Docker, Kubernetes) momomMararoTh IIBHIKO PO3rOpTaTH 3acTOCYHOK Y pI3HHX
CepeoBHILAaX, 10 3a0e3neuye CTabUIbHICTh MPOAYKTY.

besnepepsue posropranus (Continuous Deployment). Lle posmmpenns CD, sixe
JI03BOJISIE ABTOMATHUYHO PO3TOPTATH 3MiHHM, 110 TMPOUIUIM BCl €Taly TeCTyBaHHS, HA
pOJaKIIH-CepeIoBUIlle. ABTOMAaTUYHE PO3TOPTAHHS 3HUXKYE PU3UK MOMUJIOK MpU
Mepexo/ii B MPOJIAKIIIH 1 J03BOJIsIE KOMaHIaM IIBUIKO pearyBaTy Ha 3MIHU BUMOT.
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Peanizariis DevOps ta CI/CD nemoxiuBa 0e3 crieliiaai30BaHUX 1HCTPYMEHTIB,
AK1 3a0e3MeuyloTh aBTOMATH3aIlilo, KOHTPOJb Bepciii Ta MoOHITOpUHT. OCHOBHI
THCTPYMEHTH BKJIIOYAIOTh:

— Jenkins, GitLab CI/CD ana aBromaTu3ariii TecTyBaHHS Ta IHTErparii 3MiH.

— Docker ayis koHTeMHEpHU3aIlii, Mo 3a0e3Mmeuye BiATBOPIOBAHICTh CEPEIOBHIIL.

— Kubernetes nmnst opkectparlii KOHTEHHEpIB, IO IOTIOMAarae€ MaciiTa0yBaTH
3aCTOCYHKH.

— Ansible, Terraform gns ynpaBiniHHA KOHQITYpalisiMd Ta aBTOMaTH3aIlil
1HGPACTPYKTYPH.

— Prometheus, Grafana mjist MOHITOPHHIY Ta aHAII3y MPOYKTHBHOCTI.

B DevOps ta CI/CD Ha siKicTh MPOrpaMHOT0 3a0€3MCUCHHS

3HMKEHHS KIUIBKOCTI IOMMJIOK. ABTOMAaTH3aIlisl TECTYBaHHSA Ta I1HTerparii
JI03BOJISIE PAHO BUSIBJISITH Ta BUIIPABIISITH MTOMUJIKH, 1[0 3HUKYE UMOBIPHICTh IXHBOTO
MOTPAIJISIHHA Y TPOJAKIITH.

[TinBumenHs cTaOUIBHOCTI Ta  HAMIMHOCTI. ABTOMAaTH30BaHI  MPOLECH
PO3TrOpTaHHS 3MEHITYIOTh JIOJICBKUM (PaKTOp Y BUPOOHHUIITBI, IO TO3BOJISIE JOCATTH
O1IBIII BUCOKOTO PIBHS HAJIIMHOCTI Ta mepea0auyBaHOCTI.

CkopoueHHst yacy Ha Buiyck npoaykry. CI/CD 3abe3mneuye Oe3nepepBHUI
MOTIK 3MiH B1J PO3POOKH [0 MPOJAKIIH-CEPEAOBUINA, IO J03BOJIAE LIBUIIIE
BIIPOBA/KYBAaTH HOBI (DYHKIIi Ta BUITPABJICHHS.

[Ipo3opicTts mporieciB. DevOpPS-migxoau COpUSIOTh BIAKPUTOCTI Ta MPO30POCTi
BCIX TMporeciB po3poOku Ta ekcmutyatamii [13, mo nomomarae KomaHzal Kpaiie
KOHTPOJIIOBATH SIKICTh HA KOKHOMY €Tarll >KUTTEBOTO IUKITY TTPOYKTY.

Takum unnHOM, BrpoBamkeHHs DevOps ta CI/CD npakTvk 3HaYHO MOKpaliye
SAKICTh MIPOTPAMHOTO 3a0€3MEeUCHHS, MM1IBUIIYIOUN HOTO CTAOUTBHICTH Ta CKOPOUYIOUH
4yac BUITYCKY Ha PUHOK.

VY xonai pociimkerHs Oyno nosenaeHo, mo DevOps ta CI/CD e edextuBHUME
IHCTpYMEHTaMH  JUJIsi  3a0e3MeueHHs  SKOCTI  MPOTPAMHOTO  3a0e3MeUeHHS.
BropoBamkeHHsI IMX NPAKTUK JT03BOJISIE MIABUIIUTHU SIKICTh, CTAOUIBHICTh Ta OE3MEKY
MPOIYKTY, 3MEHIITUTH Yac Ha BUITYCK HOBUX BEPCil Ta IMIBUAKO pearyBaTH Ha 3MIiHHU Y
BuMmorax[1]. ABTomaru3ailisi MNpolECIB 1HTErpaimii Ta JACIJIOMMEHTY CIpUsie
3a0e3nedeHH0 HafgiiiHOCTI [I3 Ta 3MeHIIye 3amexHICTh BiJl JIOJCHKUX MOMHUJIOK Y
mpolecax po3ropTaHHs, IO MiATBEPIKYE BakauBIcTh iHTerparii DevOps ta CI/CD
JUTst 3a0€3MeYeHHS IKOCTI TPOrpaMHOro 3a0e3MeYeHHS.
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Computer graphics is the application of computer technology to create graphic
Images, display them using various means and manipulate them.

The main subjects used in constructing and operating with 3D objects are linear
algebra, discrete mathematics and, of course, geometry with algebra, with the rules
for designing and constructing figures.

Any element represented by three-dimensional graphics is visualized using
certain elements, structures and tools.

Most often, three-dimensional graphics are used to create images in architectural
visualization, cinema, television, computer games, printed products, as well as in
science.

A three-dimensional image differs from a flat one by constructing a geometric
projection of a three-dimensional model of the scene on a computer screen using
specialized programs.

At the same time, the model can either correspond to objects from the real world
(cars, buildings, a hurricane, an asteroid ...), or be completely abstract (projection of a
three-dimensional fractal).

Three-dimensional graphics have become so firmly embedded in our lives that
we encounter it, sometimes without even noticing it. Looking at the interior of a room
on a huge billboard, the amber shine of pouring beer in a commercial, watching a
plane explode in an action movie, many do not realize that they are not seeing real
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