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Abstract. Described the origins of computer viruses and presented their types ac-

cording to the degree of influence. Given the notion of computer viruses. Analyzed the 

names of computer viruses, what can be clearly divided into several groups: names of 

computer viruses by place of origin, by date of activation, by action, by number of bytes, 

by characteristic text, visual effect, by author, etc. 

Keywords: computer viruses, Worms, Stoned virus, Marijuana virus, Israeli virus, 

Dinamo virus, Pakistani virus, Lehigh virus. 

 

Анотація. Описано походження комп’ютерних вірусів та наведено їх види за 

ступенем впливу. Розкрито поняття “комп’ютерний вірус”. Проаналізувано назви 

комп’ютерних вірусів, які можна чітко розділити на кілька груп: назви 

комп’ютерних вірусів за місцем походження, за датою активації, за дією, за кіль-

кістю байтів, за характерним текстом, візуальним ефектом, за автором тощо. 

Ключові слова: комп’ютерні віруси, вірус Worms, завантажувальний вірус 

Stoned, вірус Marijuana, Ізраїльський вірус, вірус Dinamo, Пакистанський вірус, 

вірус Lehigh. 

 

The user of a modern personal computer has free access to all resources of 

the machine. This opened up the possibility of a danger called a computer virus. 

I set myself the following goal: to determine what computer viruses are, how to 

fight them, which programs work better and more effectively, how to protect a 

device from viruses. 

Computer viruses cause damage in billions of dollars each year, causing 

system critical errors, shutting down large sites and web applications, destroy-

ing or modifying files, and increasing response time. 

Viruses pose a threat even to users protected by antivirus software, because 

they can bypass the system of blocking and protecting the program itself. Vi-

ruses are also used by hackers to infiltrate the security systems of some web 

systems to obtain or destroy certain information. 

Viruses act only by software. They usually attach to the file or penetrate 

inside the file. In this case, the file is said to be infected with a virus. The virus 

enters the computer only together with the infected file. To activate the virus, 

you need to download the infected file, and only then the virus begins to act 
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independently. Some viruses become resident (permanently in your computer’s 

RAM) when you run an infected file and can infect other downloaded files and 

programs. Other types of viruses can cause serious damage immediately after 

activation, such as formatting the hard disk. 

Computer virus – a type of malicious software that can be embedded in the 

code of other programs, areas of system memory, boot sectors, and distribute their 

copies through various communication channels (Fig. 1, 2, see the video [13]).  

Depending on the location the viruses can be divided into network, file, 

boot and file- boot. Network viruses are spread on various computer networks. 

File viruses are implemented mainly in executable modules, i.e. in files with 

COM or EXE extensions. Boot viruses are introduced into the boot sector of the 

disk (Boot sector) or into the sector that contains the boot program of the sys-

tem disk (Master Boot Record). File boot viruses affect both files and boot sec-

tors of disks [6, 11]. 

According to the degree of influence the viruses can be divided into the 

following types: 

1. Safe, do not disturb the computer’s operation, but reduce the amount of 

free RAM and memory on disks, the actions of such viruses are manifested in 

any graphic or sound effects.  

2. Dangerous viruses that can cause various computer malfunctions.  

3. Very dangerous, the impact of which can lead to the loss of programs, 

data destruction, erasure of information in the system areas of the disk [2].  

In more than 80% of computer crimes investigated by the FBI, hackers en-

ter the attacked system via the global Internet. This process can be automated 

by a virus called a network worm.  

Worms are viruses that spread on global networks, infecting entire 

systems, not individual programs. This is the most dangerous type of virus, as 

the objects of attack in this case are the information systems of the state scale. 

With the advent of the global Internet, this type of security breach poses the 

greatest threat, as it can affect any of the 40 million computers connected to this 

network at any time (Fig. 3, 4, see the video [3]). 
 

 

Fig. 1. Computer Virus  Fig. 2. Computer Virus  Fig. 3. Virus Worm 
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Names of computer viruses (Fig. 5). Conditionally, they can be classified 

as follows according to the following common features:  

1) Place of residence: 

1. Bootable.  

2. File. 

3. Boot-file.  

4. Network. 

2) Level of effects:  

1. Relatively safe. 

2. Dangerous. 

3. Very dangerous. 

3) Algorithm features. 

1. Invisible viruses  

2. Retroviruses  

3. Worm-viruses  

4. Trojans Method of infection.  

1. Residents  

2. Non-residents [10]. 

Mostly the names of computer viruses in modern Ukrainian are borrowed 

from English, as they have English names, and in Ukrainian they exist as literal-

ly translated words or phrases.  

Specialists and ordinary PC users make a literal translation of such names 

into Ukrainian, very rarely giving malware adapted Ukrainian names. Excep-

tions are viruses created by Ukrainian-speaking or Russian-speaking users, 

which retain in their names the concepts familiar to such users. 
 

 
Fig. 5. Rating of the most common computer viruses 

Fig. 4. Virus Worm 
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Analyzing the names of computer viruses, they can be clearly divided into 

several groups: names of computer viruses by place of origin, by date of activa-

tion, by action, by number of bytes, by characteristic text, visual effect, by au-

thor, etc.  

Names of computer viruses by date of activation. A separate group of virus 

names consists of programs that are named after the date when they are activat-

ed. For example, the name of the virus Black Friday is motivated by the fact 

that if the time of work with infected software falls on Friday the 13th, then 

infected files are destroyed. Another name for this virus is Friday the Thir-

teenth [11], Fig. 6. 

The Stoned virus is so called because when you boot the system, the text 

‘Your PC is now Stoned’ is simply displayed, after which the work continues 

(Fig. 7, see the video [1]). 
 

 

Fig. 6. Friday. The Thirteenth logo    Fig. 7. Stoned virus 

The name of the Marijuana virus is motivated by the phrase Legalize Ma-

rijuana! which pops up when booting the infected system [11] (Fig. 8). 

Fig. 8. Marijuana virus    Fig. 9. Dinamo virus 

The Israeli virus (also known as Jerusalem) was first detected at the 

University of Jerusalem (Israel) in 1987. It is well known in the history of 
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computer virology for the fact that at one time its spread for the first time 

became a pandemic among computer systems [10, 5], Fig. 9. 

The Jerusalem virus is one of the oldest computer viruses. It infected files 

in the MS-DOS operating systems that were standard at the time. After DOS 

operating systems were succeeded by newer types of operating systems, the 

Jerusalem virus became largely obsolete. The virus also infected executable 

programs repeatedly until they became too large to run on a computer. Other 

variants of the Jerusalem virus included additional marginal effects, such as 

cryptic slogans that would populate the command line interface. Some versions 

of the virus would apparently restrict the operation of programs during certain 

days of the week, such as Saturday and Sunday [12]. 

Dinamo virus displays the phrase: Dinamo (Kiev) – champion !!! – hence 

the name. Bye! virus name also motivated by the text that follows when booting 

the system (Fig. 10). The most well-known of these viruses is the Viennese 

virus. It is one of the first primitive viruses to be discovered in Vienna. When 

downloaded to computer memory, this virus infects all com programs. 

The Pakistani virus (Fig. 11), developed by brothers Amjat and Basit Alvi 

in 1986, was discovered in the summer of 1987. The malware was supposed to 

punish local pirates who steal software from their company. The program listed 

the names, addresses and telephone numbers of the brothers, and this is the first 

stealth virus (virus-invisible) – when trying to read the infected sector, it 

substituted its uninfected original [6, 11]. 
 

 

Fig. 10. The Pakistani virus    Fig. 11. Types of viruses 

The Lehigh virus. Its name is associated with the name Lehigh University 

(USA), and it was launched in November 1987. Before Thanksgiving 1987, a 

microcomputcr virus infected several hundred floppy disks at Lehigh University 

in Bethlehem, PA. The virus was a particularly destructive one; it copied itself  
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from disk to disk at least four times and then destroyed the contents of the 

original disk. Each of the copies that were made then went on to do the same 

thing. This, and the fact that Lehigh University has hundreds of Zenith 

microcomputers spread all around its campus, on which students shared 

programs in the form of floppy diskette libraries,proved to bc a rather volatile 

combination, particularly with Thanksgiving break rapidly approaching. At the 

time of the viral infection, Lehigh operated approximately 10 microcomputer 

labs, each one containing an average of between 10 and 15 PCs [4, p. 107]. 

Within a few days, the virus destroyed the contents of hundreds of floppy disks 

from the library of the university’s computer center and students’ personal floppy 

disks. About four thousand computers were infected during the epidemic [10]. 
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