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COMPUTER VIRUS: WHAT ARE COMPUTER VIRUSES?

Oleksii Polishevskyi®, Lyudmila Pet’ko?

!Student at the Department of Software engineering Faculty of Mathematics,
Informatics and Physics Dragomanov National Pedagogical University,
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Abstract. Described the origins of computer viruses and presented their types ac-
cording to the degree of influence. Given the notion of computer viruses. Analyzed the
names of computer viruses, what can be clearly divided into several groups: names of
computer viruses by place of origin, by date of activation, by action, by number of bytes,
by characteristic text, visual effect, by author, etc.

Keywords: computer viruses, Worms, Stoned virus, Marijuana virus, Israeli virus,
Dinamo virus, Pakistani virus, Lehigh virus.

Anomauia. Onucano noxo0xiceHHs KOMN TOMePHUX 8ipYCié ma HagedeHo iX euou 3a
cmynenem enaugy. Poskpumo nonsmms “xomn tomepnuti gipyc”. Ilpoananizyeano nazeu
KOMN t1omepHux 8ipycig, AKIi MOJMCHA UYimMKO pO30iiumu HA KilbKa 2pyn: HA36U
KOMN 1omepHUX 8ipycié 3a micyem noxX00dceHHs, 30 0amoio akmueayii, 3a i€, 3a Kilb-
Kicmio baiimis, 3a XapakmepHum MeKCmoM, 6i3yanbHuM eqheKkmom, 3a aemopom moujo.

Knrwuoei cnosa: xomn’'romepui sipycu, gipyc WOrms, sasanmaoicysanvruii 8ipyc
Stoned, eipyc Marijuana, Izpainbcokuii eipyc, sipyc Dinamo, Iaxucmancekuil sipyc,
sipyc Lehigh.

The user of a modern personal computer has free access to all resources of
the machine. This opened up the possibility of a danger called a computer virus.
I set myself the following goal: to determine what computer viruses are, how to
fight them, which programs work better and more effectively, how to protect a
device from viruses.

Computer viruses cause damage in billions of dollars each year, causing
system critical errors, shutting down large sites and web applications, destroy-
ing or modifying files, and increasing response time.

Viruses pose a threat even to users protected by antivirus software, because
they can bypass the system of blocking and protecting the program itself. Vi-
ruses are also used by hackers to infiltrate the security systems of some web
systems to obtain or destroy certain information.

Viruses act only by software. They usually attach to the file or penetrate
inside the file. In this case, the file is said to be infected with a virus. The virus
enters the computer only together with the infected file. To activate the virus,
you need to download the infected file, and only then the virus begins to act
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independently. Some viruses become resident (permanently in your computer’s
RAM) when you run an infected file and can infect other downloaded files and
programs. Other types of viruses can cause serious damage immediately after
activation, such as formatting the hard disk.

Computer virus — a type of malicious software that can be embedded in the
code of other programs, areas of system memory, boot sectors, and distribute their
copies through various communication channels (Fig. 1, 2, see the video [13]).

Depending on the location the viruses can be divided into network, file,
boot and file- boot. Network viruses are spread on various computer networks.
File viruses are implemented mainly in executable modules, i.e. in files with
COM or EXE extensions. Boot viruses are introduced into the boot sector of the
disk (Boot sector) or into the sector that contains the boot program of the sys-
tem disk (Master Boot Record). File boot viruses affect both files and boot sec-
tors of disks [6, 11].

According to the degree of influence the viruses can be divided into the
following types:

1. Safe, do not disturb the computer’s operation, but reduce the amount of
free RAM and memory on disks, the actions of such viruses are manifested in
any graphic or sound effects.

2. Dangerous viruses that can cause various computer malfunctions.

3. Very dangerous, the impact of which can lead to the loss of programs,
data destruction, erasure of information in the system areas of the disk [2].

In more than 80% of computer crimes investigated by the FBI, hackers en-
ter the attacked system via the global Internet. This process can be automated
by a virus called a network worm.

Worms are viruses that spread on global networks, infecting entire
systems, not individual programs. This is the most dangerous type of virus, as
the objects of attack in this case are the information systems of the state scale.
With the advent of the global Internet, this type of security breach poses the
greatest threat, as it can affect any of the 40 million computers connected to this
network at any time (Fig. 3, 4, see the video [3]).

Fig. 1. Computer Virus Fig. 2. Computer Virus Fig. 3. Virus Worm
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Names of computer viruses (Fig. 5). Conditionally, they can be classified
as follows according to the following common features:

1) Place of residence:

1. Bootable.

2. File.

3. Boot-file.

4. Network.

2) Level of effects:

1. Relatively safe. £

2. Dangerous.

3. Very dangerous.

3) Algorithm features.

1. Invisible viruses

2. Retroviruses

3. Worm-viruses

4. Trojans Method of infection.

1. Residents

2. Non-residents [10].

Mostly the names of computer viruses in modern Ukrainian are borrowed
from English, as they have English names, and in Ukrainian they exist as literal-
ly translated words or phrases.

Specialists and ordinary PC users make a literal translation of such names
into Ukrainian, very rarely giving malware adapted Ukrainian names. Excep-
tions are viruses created by Ukrainian-speaking or Russian-speaking users,
which retain in their names the concepts familiar to such users.

Fig. 4. Virus Worm

' EEEEEEEN

Fig. 5. Rating of the most common computer viruses
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Analyzing the names of computer viruses, they can be clearly divided into
several groups: names of computer viruses by place of origin, by date of activa-
tion, by action, by number of bytes, by characteristic text, visual effect, by au-
thor, etc.

Names of computer viruses by date of activation. A separate group of virus
names consists of programs that are named after the date when they are activat-
ed. For example, the name of the virus Black Friday is motivated by the fact
that if the time of work with infected software falls on Friday the 13th, then
infected files are destroyed. Another name for this virus is Friday the Thir-
teenth [11], Fig. 6.

The Stoned virus is so called because when you boot the system, the text
“Your PC is now Stoned’ is simply displayed, after which the work continues
(Fig. 7, see the video [1]).

EA 03 00 ©O O7 £9 92 00 00 31 02 00 C8 £4 00 EO

n 03
00
BB 00 03 0o oF
>/ BE BE O3 BF
33 DB FE €1 €D 13
20 ©9 73 20 oL ©F 77 2
> 99 29 30 00 0O 00 OO <
20 00 00 00 06 00 06 G
> 30 00 00 00 00 00 06 00 06 90 of
00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 .

Fig. 6. Friday. The Thirteenth logo Fig. 7. Stoned virus

The name of the Marijuana virus is motivated by the phrase Legalize Ma-
rijuana! which pops up when booting the infected system [11] (Fig. 8).

PIPEMO (KTFY] - CRIAMPIOM ITY

i
PIMAMO (MIFY) S ICFRIAMPION 1Y
~ ~
DIMEMO (MTFV) - CIYAMPION TTY

PIMEMO (KTFY) - CITEMPION TTY

TEAMPTON TTY

Fig. 8. Marijuana virus Fig. 9. Dinamo virus

The Israeli virus (also known as Jerusalem) was first detected at the
University of Jerusalem (lsrael) in 1987. It is well known in the history of
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computer virology for the fact that at one time its spread for the first time
became a pandemic among computer systems [10, 5], Fig. 9.

The Jerusalem virus is one of the oldest computer viruses. It infected files
in the MS-DOS operating systems that were standard at the time. After DOS
operating systems were succeeded by newer types of operating systems, the
Jerusalem virus became largely obsolete. The virus also infected executable
programs repeatedly until they became too large to run on a computer. Other
variants of the Jerusalem virus included additional marginal effects, such as
cryptic slogans that would populate the command line interface. Some versions
of the virus would apparently restrict the operation of programs during certain
days of the week, such as Saturday and Sunday [12].

Dinamo virus displays the phrase: Dinamo (Kiev) — champion !!! — hence
the name. Bye! virus name also motivated by the text that follows when booting
the system (Fig. 10). The most well-known of these viruses is the Viennese
virus. It is one of the first primitive viruses to be discovered in Vienna. When
downloaded to computer memory, this virus infects all com programs.

The Pakistani virus (Fig. 11), developed by brothers Amjat and Basit Alvi
in 1986, was discovered in the summer of 1987. The malware was supposed to
punish local pirates who steal software from their company. The program listed
the names, addresses and telephone numbers of the brothers, and this is the first
stealth virus (virus-invisible) — when trying to read the infected sector, it
substituted its uninfected original [6, 11].

o o, e oty | & v
Wy e ) e oy 1 SRl Movion Sbtutveiod
co— ol be ool 1oty rasiens Baey o
MY i3 of n Do Vet e {

&\‘D g ,f,;g- %

‘ MG thent \ ‘ o

Fig. 10. The Pakistani virus Fig. 11. Types of viruses

The Lehigh virus. Its name is associated with the name Lehigh University
(USA), and it was launched in November 1987. Before Thanksgiving 1987, a
microcomputcr virus infected several hundred floppy disks at Lehigh University
in Bethlehem, PA. The virus was a particularly destructive one; it copied itself
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from disk to disk at least four times and then destroyed the contents of the
original disk. Each of the copies that were made then went on to do the same
thing. This, and the fact that Lehigh University has hundreds of Zenith
microcomputers spread all around its campus, on which students shared
programs in the form of floppy diskette libraries,proved to bc a rather volatile
combination, particularly with Thanksgiving break rapidly approaching. At the
time of the viral infection, Lehigh operated approximately 10 microcomputer
labs, each one containing an average of between 10 and 15 PCs [4, p. 107].

Within a few days, the virus destroyed the contents of hundreds of floppy disks
from the library of the university’s computer center and students’ personal floppy
disks. About four thousand computers were infected during the epidemic [10].

References

1. 500th Video: Virus. Boot Stoned. URL: https://youtu.be/kfk4g0iPv74.

2. Cracking: Reversing and Malware Analysis Training Articles. 2012. 60 p. URL:
http://index-of.es/Cracking/Malware%20Analysis%20Training_2011_12_Articles.pdf.

3. Malware: Difference Between Computer Viruses, Worms and Trojans. URL:
https://youtu.be/n8mbzU0X2nQ.

4. Kenneth R. van Wyk. The Lehigh virus. Computers & Security. Vol. 8. Issue 2,
April 1989, pp. 107-110. doi: https://doi.org/10.1016/0167-4048(89)90064-3

5. Malwarebytes. URL: https://www.malwarebytes.com/computer-virus.

6. Norton. URL: https://us.norton.com/internetsecurity-malware-what-is-a-computer-
virus.html.

7. Pet’ko Lyudmila. Developing students’ creativity in conditions of university //
Research: tendencies and prospects: Collection of scientific articles. — Editorial Arane,
S.A. de C.V., Mexico City, Mexico, 2017. P. 272-276.

8. Pet’ko L. Multicultural upbringing of students and the formation of professional-
ly oriented foreign language teaching environment // Perspectives of research and devel-
opment: Collection of scientific articles. — SAUL Publishing Ltd, Dublin, Ireland,
2017. P. 164-170.

9. Pet’ko L. V. Teaching of students’ professionally oriented foreign language writ-
ing in the formation of professionally oriented foreign language learning environment //
Economics, management, law: innovation strategy: Collection of scientific articles.
Henan Science and Technology Press, Zhengzhou, China, 2016. P. 356—359.

10. WEBROOT. URL: https://lwww.webroot.com/us/en/resources/tips-articles/
computer-security-threats-computer-viruses#:~:text=A%20computer% 20virus%20is%
20a,kind%20that%20makes%20you%20sick.

11. What Are The Different Types Of Computer Viruses? Uniserve. URL:
https://uniserveit.com/blog/what-are-the-different-types-of-computer-viruses.

12. What Does Jerusalem  Virus Mean? Technopedia Dictionary.
URL: https://www.techopedia.com/definition/27875/jerusalem-virus

13. What is a Computer Virus | Tech. URL: https://youtu.be/Ip-uSNZJiwY.

14. What is computer virus? What are various types of viruses? URL:
https://www.wired.com/2009/11/1110fred-cohen-first-computer-virus/.


https://www.sciencedirect.com/journal/computers-and-security
https://doi.org/10.1016/0167-4048(89)90064-3
https://www.webroot.com/us/en/resources/tips-articles/computer-security-threats-computer-viruses#:~:text=A%20computer% 20virus%20is%20a,kind%20that%20makes%20you%20sick
https://www.webroot.com/us/en/resources/tips-articles/computer-security-threats-computer-viruses#:~:text=A%20computer% 20virus%20is%20a,kind%20that%20makes%20you%20sick
https://www.webroot.com/us/en/resources/tips-articles/computer-security-threats-computer-viruses#:~:text=A%20computer% 20virus%20is%20a,kind%20that%20makes%20you%20sick

“IHOOPMALIHHA BE3IIEKA TA IH®OPMALIHHI TEXHOJIOTT”

371

3MICT

CEKIIIS 1

KIBEPBE3IIEKA

HAITPAM 1.
VIIPABJITHHA TH®OPMAI[IHHOIO BE3ITEKOIO

Sakovych B., Zharikova M. HYBRID ATTACK RISK ANALYSIS ...

Polishevskyi O., Pet’ko L. COMPUTER VIRUS: WHAT ARE
COMPUTER VIRUSES? ...

Taspuienko L., Kopsikina C. IHOOPMAILIIMHA BE3IIEKA ............

Cypuuk A., Snwenxo JI. JIO IIMTAHHS VIIPABJIIHHS THOOP-
MAILUIHOIO BE3IEKOIO ITPY OPTAHIZAIT AEPOMEUYHOIL
EBAKYALIT ...,

Ianosa JI., Kneda A. HETATUBHUI BIUIUB IHGOPMAILIITHOT
TIPOIIATAHJIN TA 3AXUCT BIJ] HEI IIJT YAC BIMHU ................

Ieanyca 3., Isanyca A. TEHJEHIIII PO3BUTKY HOPMATHBHO-
ITPABOBOI BA3U YKPATHU Y CO®EPI KIBEPBE3ITEKU ...............

Kyunipyk M., flmyk B., Peneruno T. METO/JU TECTYBAHHAA
HA TTPOHUKHEHHA BEB-JIOJATKIB ......cooiiiiiiiiiiiieenne,

Muux M.-M., Tkauyk P., ®eguna b. OPTAHI3AIIIA OIIEPATUB-
HOT'O VIIPABJIIHHSA KIBEPBE3IIEKOIO KOMITAHIT .................

Jlaryn A., HeGeanchkmii A. AHAJII3 PU3UKIB IHOOPMAILIIMHOT
BE3IIEKU IT ITIAITPUEMCTBA ...

Opunnk C., fmyx B., Hasutka M. CHUCTEMA VIIPABJIIHHA
IHIUJAEHTAMUW IHOOPMALIIMHOI BE3MEKU ..............cvvee...

Ianosux V., Kyrac C., bpuu T. KEPYBAHHA BE3IIEKOIO IHTEP-
HETY PEUEW HA OCHOBI IHAEKCY JJOBIPU .................ooeent.

Maciunuk L., Mogoraii O., bpuu T. JIOCJIPKEHHA METO/IB
360PY IH®OPMAILIIL 3A JJOTIOMOI'OKO KIBEPPO3BIJKU TA
COLIIAJIBHOI THXEHEPIi 3 METOIO MOJEJIIOBAHHS I
SJTTOBMUCHUKA ...

MoJoraii O., Menbmukosa O. AHAJII3 MOTUBALIIT TTIOPYIIIHU-
KIB BE3IEKM IH®OPMAIIl B EJEKTPOHHOMY KVYPCI
HABYAJIBHOT'O CEPEJOBUIIIA ........coiiiiiiiiiiieeeee,

5

8

14

17

20

24

27

30

33

36

39

42



Haykoge suoanns

THOOPMAIIIMHA BE3IEKA
TA IHOOPMAIIMHI
TEXHOJIOT'H

30ipHHK TEe3 JOMOBIICH
IV MixkxHaponHOi HayKOBO-TIPaKTUYHOI KOH(EpeHIIiT
IBIT 2022

Binnoginanehi 3a Bunyck Pocruciaas TKAUYK
Oaexcanap IPUJATKO

OpuriHan-makeT Poctucnas TKAYVYK,
Anpgpiii IBAHYCA

Buoano 6 asmopcuxiii pedaxyii

Higmucano mo npyky 30.11.2022 p.
®opmar 60x84/16. Mamip opcernuii. pyk uudpoBuii.
YmoBH. apyk. apk. 22,09. O6x.-ua. apk. 20,55.
Haxman 100 mpum.

Bunagens i Burorosiaosau: TOB “Pactp-7”
79005, m. JIpBiB, Bya. Ku. Pomana, 9/1.
Ten./akc: (032) 235 72 13. E-mail: rastr.sim@gmail.com
www.rastr-7.com.ua
CainonrBo cy0’€KTa BUJIaBHUYOI CIIPaBH
JIB Ne 22 Bix 19.11.2002 p.



pactell

ISBN 978-617-8134-79-2
9‘?861?8 134792




