—  caMoIIepeBipKa;
—  MOZYNbHUI KOHTPOJIb;
—  TiJICYMKOBHI KOHTPOJIb.

CTymeHTH MaroTh 3MOTY IPONTH TecTyBaHHsA (32 HEOOXIAHOCTI — 0araropa3oBo) 1 3MIHCHUTH
CaMOOIIliHIOBaHH. MOAYyTbHUIA KOHTPOJIb — II€ OLIHIOBaHHS PE3yJbTaTiB HABYAIBHOI JISUTHHOCTI CTy/IEHTa B
mpolieci ONMaHyBaHHs Matepiany 3 ogHoro Moxyis. IlizcyMkoBuil KOHTpONb — 3aranbHUM, 3aBepLIAILHUNA
TECT 3 JUCLUUILTIHY, KU CTYACHT Ma€ MPOUTH Hepe/l CKIaJaHHsIM eK3aMeHYy.

KonTpone y mnporeci HaBuanHs kypcy "Komm'torepHa MaremaTtwka" HE 3BOJUTHCSA TUIBKH JI0
TECTYBaHHs, X04a, K 3a3HAYCHO paHille, JaHWI BUJI KOHTPOJIO BiAirpae BaKJIMBY POJIb MPH OLiHIOBaHHI
HaBYaIBbHOI MiSJIBHOCTI CTyHeHTiB. Pi3Hi ¢QopMu KOHTpoito 3HaHb, yMiHb 1 HaBHYOK CTYACHTIB
BUKOPUCTOBYIOTBCSl SIK TNPH OYHOMY OIUTYBaHHI (yCHE ONUTYBaHHA, 3aXHCT JabOpaTOpHUX pOOIT,
MirOTOBKA JOMOBi/eH), TaKk i 3 BHUKOPUCTAHHSAM 3acOo0iB cucTemu aucraHiliiinoro HapuanHs MOODLE
(omparroBaHHS TEOPETUIHOTO MaTepiany, poboTa 3 TiIocapisiMu, BUKOHAHHS JTaOOPaTOPHUX 1 CaMOCTIHHHX
TBOPYHUX 3aBJIaHb, Y4acTh y (hopymMax, B OH-JIAifH OOTOBOPEHHSX TOIIIO).

Buxopucranas 3aco0iB KOHTPOIIO, pO3pOOJIEHNX y CEPEOBHII MUCTAHIIHHOTO Kypey "Komir totepHa
MaTeMaTHKa', 1a€ 3MOTy 3a0e3MeYHTH:

—  peryJspHICTh ONUTYBAaHHS Ta IEPEBIPKM BUKOHAHHS 3aBJaHb CTYACHTAMU;
— e]eKTHBHUI KOHTPOJIb 32 HABYAHHSAM KOKHOTO CTYICHTA;

— caMocTiliHe BUKOHAHHS 3aBJlaHb CTYJCHTaMHU;

— B3AEMOJII0 MK BUKJIaJaueM Ta CTyJCHTaMH;

—  IHOUBIAyaJbHHUU TEMIT BUKOHAHHSI 3aB/IaHb.

PoGora 3 mucranmiitnuM kypcom "Komm'rorepHa Martematwka' BiAOyBaeTbCs B 1HAWBIITyallbHOMY
peXHUMi SK IIiJ Yac 3aHATh, TaK 1 B mo3aaynuTopHUi 4yac. [Ipm HeoOXimHOCTI, CTYAEHTH 3BEPTAIOTHCA 32
JOTIOMOTOI0 JI0 BUKJIaAa4ya (09HO abo depe3 KOHCYIbTAliiHUN GopyMm).

BuxopucroByroun nucraHmiianii kypc "Komm'ioTepHa MaremaTuka' S MIATPUMKH HaBYAHHS
CTYICHTIB, BUKIaJad MOXe €(QEKTHBHO OPraHi30BYBAaTH HABUANBHY [iSUIBHICTH CTYACHTIB, OCKIJIBKH, SK
3a3HAyYaIOCs paHille, 3aCTOCYBaHHS TEXHOJIOTIH MUCTAHIIMHOTO HaBYAaHHS HAJa€ MOXKIUBICTh TapPMOHIHHO
JOTIOBHUTH TPaAWIiiiHI METOJUYHI CUCTEMHU HaBUAHHS, HE MOPYUIYIOUM 1 HEe pyiHHYIOUM (hyHIaMEHTaIbHI
3I00YTKH MEIaroriku MUHYJIOTO.
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I'pud’ox 0.0.
IHCcTuTYT iH(bOpMaIiiHUX TEXHOJIOTIH 1 3aco0iB HaBuanHs HAITHY

IIpouec po3ropTaHHs XMapHOro cepeloBHINA HABYAIBHOIO 3aKJIaAy B KOHTEKCTI MiATPUMKHI
0e3nmeKHn Mepexi

[pyHTOBHA BiAMIHHICTH MiX TPaIUIiHUMU IEHTPAMH ONPAIOBAHHS JIaHUX i XMAPHUM CEPEIOBUIIEM
noJisirae y (i3MYHOMY pO3TallyBaHHI HABYAJILHUX MaTepiajliB Ha cepBepax, IO HAJIeKaTh HE KOPUCTYBavyeBi
(HampuKIaJ, HaBYAIBHOMY 3aKiajy), a CTOPOHHINM opraHizarii. O4YeBWJHO, MO BUKOPHCTAHHS IOCIYT
ayTCcOpcUHry Ta mociyr nposaiizepa MCP uyacTkoBO M0m0/1at0Th NPOOJEMH, 110 BUHMKAIOTh MIXK BJIACHE
¢iznuHOI0 1HPpacTPYKTYporo 1HPOPMAIIITHO-KOMYHIKAI[ITHAX TEXHOJIOTiH i XMapHUM cepenoBuiieM [1]. 3
BUKOPUCTAHHSIM XMapHHUX CEpBICIB y KOpHCTyBada BHHHUKAIOTh EMOIIilHI MPOOJIEMH, IO TOJISTal0Th y
HEMOXKITUBOCTI Bi3yaJIbHOTO CIIPHUHHATTS CEpBEpa, Jie PO3MILIEHI JJaHi KOPUCTyBaya.
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IIpobnemy BupoBamkeHHs Kowmir foTepHoi iH¢pacTpykrypu Cloud Computing mocmimkyrors Brain
McConnell, Beyond Contact, Ronald L Krutz, Russel Dean Vienes, James Ransome , John Rittinghouse,
John Rhoton Ta iH., BHOKpeMJIIOIOYM BaXJMBHWA NpuHOMT — mnuTaHHs Oe3neku B Cloud-cucremax.
[noTeTHYHO PEKOMEHAYEThCS BUKOPHCTOBYBATH OJATKOBI piBHI Oe3lekM B cucTeMax ayAeHTu(iKaii,
mudpyBaHHs, OE3MEYHOTO MepeTaBaHHs JaHUX, OOMEXEHHs OCTYIy A0 JaHWX PI3HUX KOPUCTYBAdYiB Ta
1HIII MeXaHi3MH. Bak1MBUM € po3yMiHHS, 110 BUMOTH JI0 O€3MEKH HE 3MiHIOIOTHCS 3aJICKHO Bifl TPOBEICHHS
004HCIIEHb B «XMapi», a00 1032 «XMapoIo.

3 dbopManbHOT TOUKH 30py icHye Habip cnerudikariii momo 3abe3nedenns Oesnekn. OcoOnuBy yBary B
pasi po3ropTaHHs XMApHOTO CEPEHOBUINA HABYAILHOTO 3aKJany CIiI MPUIUIATA Oe3merli 30epiraHHs i
BUKOPUCTAHHS JaHUX 1 MPUKIAJHUX TPOrpaM, TOMY LIO 3aBAaHHS PI3HUX KOPHCTYBadiB BHUKOHYIOTBHCS 3
BUKOPHCTAaHHSAM CHUTBHOTO OOJNIaTHAHHS Ta, HE BUKIIOYEHO, IO THX CaMuX iH(GOpMAIiiHUX pecypciB,
30KpeMa MPUKIaIHUX MporpaM. BiamoBigHo B mporieci poOOTH HENOJaIKh Ha TaKOMY piBHI MTOBHHHI OyTH
BUKJIIOYCHI, 1HAKIIIe BCE 1€ CIPUATHME NOPYILICHHIO 11€0J10Tii XMapHuX o04uciienb. Takum yunHom B Cloud
Computing mae 6yTH mojosana mpodiema 6e3neKd BUKOPUCTAHHS IPOrPaMHOTO 3a0e3MeYeHHS.

BaxnmBoto mpobiemoro € 0OMEXEHHS AOCTYIy J0 HaBYAIBHUX MaTepiamiB (HaHWX), HAIPHUKIA],
HECTIPOMOXKHICTE OOpaHOTO XMapHOTO TMpoBaiiiepa 3aXUCTUTH KOMIIOHEHTH CBO€I 1H(QPACTPYKTypH.
HeoOxiganmu 3axonamu € mu@pyBaHHS JaHUX Ta BUKOHAHHS BiIAAJICHOTO PE3EPBHOTO KOMIIOBAaHHS (B TOMY
gucni mu(pyBaHHA pE3EePBHUX KOMIM Ta MEpeXeBHMX KOMYHIKAIliii Ha IHIIOMYy XMapHOMY CepBici,
mmbpyBaHHS MepexeBoro tpadika pasom 3 Web-tpadikom). PekoOMeHIyeThCs TONYYUTH T0JATKOBOTO
XMapHOTO TMpoBaiiiepa A BUKOHAHHA aBTOMAaTH30BaHUX IMPOLENyp PE3EpBHOTO  KOMIIOBAaHHS,
3a0e3Medyoun TapaHTOBaHe BiTHOBICHHS YCiX JaHUX Ta iX i1CTOPi0, HaBiTh 32 YMOBH () i3MYHOTO 3HUIIEHHS
OCHOBHOTO XMapHOTro mpoBaiaepa. OkpiM TOro, HEOOXiHE HaNAMTYBaHHS PIiBHS KOHTPOIIO IIOAO
BUKOPUCTAaHHS BIACHUX JaHUX B XMapHOMY CEpEIOBHIII Ta ILEHTpi ompamoBaHHS maHux. [lig wac
(dopMyBaHHS HAOOPIB TaHHUX JUIsl PE3EPBHOTO KOMIIOBaHHS PEKOMEHIYEThCS IH(PPYBAHHS 3 BUKOPHUCTAHHIM
KPHUIITOCTIHKOTO ~airopuTMy, Hampukian, Pretty Good Privacy, micis doro MoOIuBe 30epiraHHs
MOBiIOMJICHB (JJTaHWX) HaBiTh B HE3aXHUILEHOMY MepexeBoMy cepenopuili. [lludpyBanus maHux mouiabHO
BUKOHYBAaTH Ha OKPEMOMY CEepBEpi pE3epBHOTO KOIIIOBAHHS, IO CIIPUATUME CTBOPEHHIO €TMHOT 3aXHUILEHOT
CUCTEeMH 13 30epeKeHHIM 00IIKOBUX 3amuciB (YCIX TaHUX) IS TOCTYITY A0 XMapHOTO CXOBHIIIA.

VY mpomeci BHOOpY XMapHOTO TIpoBaiiziepa JIOUIIHFHO BPaXOBYBATH yCi BapiaHTH 3a0e3MeUeHHSIM HUM
(Gi3MYHOTO 3aXUCTy NAaHWX Ta CHOCOOIB 3AICHEHHS 3aXHCTy MEpeXi, B TOMY YHCII OKPEMHX XOCTiB.
HeMox1BO BH3HAUMTH TOYHE MiCIIE3HAXO/HKEHHS XMapHOTO TIpoBaiiiepa, To0To (i3HYHOTO PO3TalTyBaHHS
BipTyaipHOTO 30epiraHHs BigNOBiMHWX maHWX. KpiMm Toro, 3acobamMu XMapHOTO TMpoBaliaepa
3a0e3MeuyIOTHCS 3aICKIAPOBaHi CTaHAAPTH OE3MEKU Ta MpoLeAypy 30epiraHts JaHuX.

Jlani KxoprCTyBaya XMapHOI'O CEPBICY 3HAXOAITHCS BCEPEIUHI NIEBHOI TOCTHOBOI ONEPAIIfHOI CUCTEMH,
0 BCTaHOBJIEHA Ha BipTyaibHiN Mamwai. HeoOXigHi MexaHi3MH KOHTPOJIO 3a JOCTYIIOM 0 JaHHWX Y
KOPHUCTYBadiB JIOCTYITHI 3 MOMJIMBOCTSIMH HAJAIITYBaHHS MyOJiYHOTO JOCTYMy 10 HUX. HeoOXimHwid s
0OMiHY BIpTYaJIbHUMH «TIaKETaMMH» MEpeKeBHH Tpadik 3aBKAr HEBUIUMHIN JJIsl IHIINX BIPTYaJbHUX XOCTIB.

BaxiuBoro mijg 9ac po3rOpTaHHS XMapHOTO CEPEJOBHINA € MOJKIMBICTH CTBOPEHHS edeMepHuX
NPUCTPOTB 30epiraHHs JJaHUX B pa3i BUKOPUCTAHHS BipTyalbHOTO CEpBEpa, X0ua, HAIPHUKIIA, B CEPEIOBHIII
EC2 BincytHicTs mmgpyBaHHs epeMEpPHHX MPHUCTPOIB CTAaHOBUTH 3arpo3y y 3B’s3KY 13 3aTHPaHHSIM
edeMepHUX MPUCTPOIB HYJISIMHU MICIIs 3aBEPILIEHHS pOOOTH 3 cucTeMoro. O0epexHICTh Ml Yac mudpyBaHHS
(haiimoBoi cUCTEMH CHpPUATUME YHHKHEHHIO KOH(QUIKTIB MO0 BUMOT JIO PiBHS MPOJYKTHBHOCTI OKPEMHX
JIOJIATKIB Ta 3aXUCTY JaHHUX.

BesneunicTh migxomy MmOAO0 BUKOPHCTAHHA JaHWX B XMapHOMY CEpEIOBHIII IOJISTa€ Y MOHTYBaHHI
MPHUCTPOIB OII0YHOTO 30epiraHHsA Ta eeMepHHX NPUCTPOIB 3 BHUKOPUCTAHHSAM 3ammdpoBaHoi QaiioBoi
cucremu (encrypted filesystem). VmpasmiHHS 3amycKOM XMapHOTO cepBepa 3 BHKOPHCTaHHSM
3amm(poBaHUX (PaiJOBUX CUCTEM B XMAapHOMY CEpPEIOBHILI CIIPOIIYETHCS 1 MOTPEeOYE MiJBUIIEHOTO PiBHS
3axucty. JlominpHime 30epiraTu mapoJji 3aXuCTy CHCTEMHU B He3alTU(poBaHiii KopeHeBiH (aioBiii cuctemi,
a He B XMapHOMY cepenoBuili. Take 30epiraHHs MaposriB He MPoOIeMaTHIHE, OCKUTBKA METO0 MU(pPYyBaHHSI
(daiinoBoi cUCTeMH € 3aXMCT BiJ (Di3MUHOro AOCTYIy 10 o0Opa3y aucka. [Ipoiiec 3amycky BipTyaJbHOTO
cepBepa 3 BHKOPUCTAHHSM IapOJIiB JOCTYIYy MPOLTIOCTPOBaHO Ha pwuc.l. BinpmiicTts mpobiemM 11010
HEBIAMOBIIHOCTI BUKOPHCTaHHS HOPMATUBHHUX aKTiB 1 iICHYIOUMX CTaHAAPTiB MOB’S3aHI 31 CTBOPEHHSIM
3aKOHOJIABUMX JIOKYMEHTIB JIO MOMEHTY ITOBCIOJIHOTO BHKOPHCTAHHS PO3TOPHYTHX JOJATKIB B XMapHid
iHpacTpykTypi. beanepeuno, cnenudikaiisi po3ropTaHHs CUCTEMH B XMapHOMY CEpEIOBHII MOXKIIHBA 32
PaxyHOK peanizauii 3MilIaHoi apXiTeKTypH, IO CKIAJAETHCA 3 PI3UUHUX €IEMEHTIB Ta JEeSIKUX BipTyaJbHUX
eJIeMeHTiB. XMapHa iHQPaCcTPyKTypa, 110 CIeLiali3yeThCsl Ha TOPUIHUX PILLIEHHAX, € OJHUM 3 HaWOUIbII
JIOIUTBHUX BapiaHTiB. B XMapHill iHQpacTpyKTypi 3MIIIAHOTO CepelloBHIIA He 30epiratoThesi KOHDIneHIIiHHI
JlaHi, OCKUJIBKM IX OIpallOBaHHS BHKOHYETHCS Ha cepBepax MiAKOHTPOJIBHOTO KOPHUCTYBaueBi (Di3MUHOTO
LEHTPY ONpAaLOBaHHS AAHUX.
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3axucT TEepUMeTpa OTHOTO YH KITBKOX CETMEHTIB MEpekKi 3IIACHIOEThCS 3 BHKOPUCTAHHSIM
opanmmayepa (firewall) (puc.2). 3a momomororo OpaHaMayepa 3aXHINAECTHCS 30BHIMIHINA IEPUMETP MEPEXI,
NpPOIyCKalOThesl Tibku Tpadiku http, https, ftp. Mix 3axuimeHHM CEerMEHTOM MeEpeXi i 3O0BHIIIHIM
HEePUMETPOM 3HAXOAATHCS MPOMDKHI CHCTeMH — OallaHCYBaJbHUKH HAaBAaHTAKCHHS, 33 JTOMOMOTOIO0 SIKHX
CIPAMOBYETHCS Tpadik B CIEIiallbHI MICIIsI, Ie 3HAXOAATHCSA CepBEpH J0AATKIB. Uepe3 HUX HaNpaBIISIOTHCS
3almuTH 10 0a3| JaHUX yepe3 iHmMK OpaHAMayep y BHYTPIIIHIO 3aXUIICHY MEPEXKy 3 BHYTpIIHIMH OazaMu
KoH(}ineHIiHUX AaHuX. [IpomoHoBana cTpykTypa (pHc.2) BUKOPUCTOBYETHCA IJIsi OTPUMAHHS JOCTYIY A0
JAHWX 13 30UIBIICHASIM PIBHS CEKPETHOCTI, TPUUOMY OPTaHI30BYETHCS KibKa PiBHIB (MIEPUMETPIB) 3aXUCTY
Mepexi 3a I0moMoror OpanaMayepis. B pasi kommpomeranii Oyab-KOro BHYTPILIHBOTO CEpBEpa B MEXax
KOHKPETHOTO CerMEHTa aBTOMaTHYHO HAJAa€ThCS MOBHUHN OCTYII 0 1HIIMX CEPBEPIB B LBOMY K CETMEHTI,
110 € HEJIONIKOM TaKoi iHPpacTPyKTypH.

B xmapHOMy cepenmoBwili HE iCHye NepUMETpIB 1 CEerMeHTiB Mepexi. Bci BipTyanbpHi cepBepu
3HaXOAATHCS B MEpPEXi Ha OJHOMY PiBHi, a YIpaBliHHS TpadiKoM 3IiHCHIOETHCS 3 BUKOPUCTaHHIM 3aC00iB
rpyn Oesneku (Security) (puc.3). Oxkpemuii cepBep MOXe BITHOCHTHCH JI0 PI3HUX TPyI OC3IEKH i B TpaBHUIax
JUTSI KOHKPETHOTO cepBepa MOXKYTh 00’ €THYyBaTH MpaBwiIa IJIs BCiX TPYIL, KyAX BITHECEHO aHUI cepBep.

EdexTuBHicTh opranizaiii cucreMu 0e3MeKd MepeKi B XMapHOMY CEpEeIOBHILI 3aJIeKUTh BiJl 0ararbox
¢akrTopiB. Hanpuknan, Ha KOKHOMY BipTyaJlbHOMY CEpBepi IOUIJIBHO 3aIyCKaTH TUIBKH OJUH MEPEkKEBHH
CepBiC Ta cepBicH, MPU3HAYCHI IS aIMiHICTPYBaHHS. 30CEepeKEHHS] Ha OJJHOMY CepBepi KUTbKOX CepBiciB
MOXe€ MTPU3BECTH /10 BUHUKHEHHS BEKTOPIB BIPYCHUX aTaK, IO 3yMOBIIIOE OTPUMAHHS JJOCTYITy 10 JaHUX Ha
cepBepi, a00 BUKOPHUCTaHHS cepBepa sk 0ydepHoi 30HH [T OTPUMAaHHSI IIPaB TOCTYITY JI0 MEPEKI.

Xen
I'pynosi I'pymosi I'pynosi
npaBHiIa npaBuiIa npaBmiIa

(|-

Puc. 3. Bisyaiizaiiis KOHIENIIT MpaBuI OpaHaMayepiB B XMapHOMY CEePeIOBHIIII

HenouinpHO HagaBaTH JOCTYN KOPHCTyBayaM [0 JaHHX 3 BHCOKHMM DIBHEM 3aXHUILIEHOCTI, a IHIINM
KOPUCTYyBadaM /ISl HECAHKI[IOHOBAHOT'O OTPHMAaHHs JaHHWX JIOBEJEThCS MOJO0NATH TPH PI3HUX BEKTOPH
BipycHHX aTak. OUeBHIIHO, 3aXHCT KOXXHOTO cepBepa MOTpedye BUKOPHCTaHHS KOHKPETHOTO TMOPTY IS
HiATPUMKH KOHKPETHOTO CEpBiCy. MiJCWIEHHS 3 OJHOYACHOI POOOTOI0 Ha HHOMY KOHKPETHOTO CEpBICY.
JoniikHO 00OMEXyBaTH JIOCTYNl JO CEpBICIB CTOPOHHIX KOPUCTYBauiB, OKpIM IepCcoHi(hiKOBaHUX
KopucTyBadiB. HaBiTh 3a yMOB OOMEXEHHsS BUKODUCTaHHs OalaHCyBallbHMKA HABaHTAKCHHS
PEKOMEHIy€ThCSI BUKOPUCTAaHHs 3BOPOTHOTO HPOKCi-cepBepa (FeVerse proxy). 3a Z0HOMOror 3BOPOTHOTO
npokKci-cepepa (reverse proxy) peTpaHciIOIOTHCS 3alUTH KOPUCTYyBada i3 30BHIIIHBOIO CEpeloBHILA Ha
OMH a00 KUTbKa cepBepiB, IO JIOTYHO PO3TAllOBaHI y BHYTpIIIHIA Mepexi. 3a3Bhuail reverse proxy
PO3TAIIOBYIOThCS Tepel Web-cepBepaMul i BUKOPHCTOBYIOTBCS B PoJIi OpaHaMayepa Ha MPUKIaIHOMY piBHI
115 GallaHCYBaHHS HAaBaHTa)KCHHS B MEPEKi MK KillbkoMa Web-cepBepamul Ta miiIBUILICHHS X Oe3meKu.

Jnisi  aBTOMATHYHOTO YCYHEHHS TpoOyieM Oe3lekn B Mepexi PEeKOMEHIYEThCS MpOJyMaHe
BUKOPUCTAHHS TUHAMI3allil XMapHOTo cepeioBuina. MepekeBi CHCTEMH BUSBIICHHS BTOPTHEHb NpU3HAUYEHI
JUISL TIOTIEPEPKEHHS PO MOXKJIMBICTH aTak A0 iX MOYaTKy Ta AJs BiZoOpaskeHHs aTak, L0 PO3MoYayucs i
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TPUBAIOTh. BUSABIICHHS BTOPTHEHHS B MEPEXKY 3IHCHIOETHCS MUIIXOM MapIIpyTH3aIlii yChoro Tpadika uepes
CHUCTEMY, IO BHKOPHUCTOBYETHCS I MOTO aHajizy, ad0 BIAMOBIIHO IUISXOM ITACHBHOTO MOHITOPHHTY
Tpadika 3 OTHOrO KOMIT'IOTepa BIAMOBIIHOI JIOKaJdbHOI Mepexi. B XMapHOMy cepenoBHINI IOJAaTKOBA
clUcTeMa BHWSBJICHHS BIPYCHHUX aTak e(eKTHBHA 3aBJIsSKA MOXIIMBOCTSAM INBUJIKOTO BHSBICHHS Ta
3HEUTKO/DKEHHS ITKIUTMBOTO BMICTY MEPEKEeBHIX MAKETiB.

OpuriHaJbHUM MiAXOAOM Uil 3allycKy Ta BUKOpUCTaHHS BigmameHoro cepepa NIDS Ha
OanaHCyBaJbHUKY HaBaHTaKEHb € MO0 BCTAHOBJICHHS Ha cepBep mepen Mepexero (puc.4), 3aBASKH YOMY
3MIACHIOETHCSI MOHITOPHHT YCHOTO Tpadika B Mepexi.

NIDS

BanancyBajibHuK
HABaHTa’KeHb

banancyBanbHUK
HaBaHTa)XCHb

CepBep noaartkis CepBep noaartkis

Jlomatok | Jlopatok

Puc. 4. MepesxeBa cucteMa JUIs BUSIBICHHS] BTOPIHEHb 1 BUKOHAHHSI MOHITOPUHTY Tpadika

BusiBuBmm crnioci6 xommpomertarlii OamaHCyBalbHUKa HaBaHTa)KEHb, BIPYCHHN aTaKyHOUWH HE TLTBKU
3aXOIUTIOE KOHTPOJIb Haj OanaHCyBaJIbHUKOM HAaBaHTaXEHb, alie H OTPHUMYE MOJMIJIMBICTh NMPU3YMUHEHHS
MPOLIECY BUSBJICHHS BTOPTHEHb. AJIbTEPHATUBHUM MiAXiJ TOJArae B peaiizallii CUCTEMH BHUSBJICHHS
BTOPrHEHb Ha cepBepi B MO3MIIIT 32 OaaHCyBaJbHUKOM HaBaHTAXKEHb, 110 BUKOPHCTOBYETHCS SIK IPOMiKHA
TOYKA MK OallaHCYBaJIbHMKOM HAaBAaHT)KEHb Ta IHITMMHU KOMIOHEHTaMHU CHCTeMH. B TpaguuiiiHoMy 1eHTpi
OTIPAaIlOBaHHS JaHUX a00 B XMapHUX iH(PACTPYKTypax BCTAHOBIIOIOTHCS CHCTEMHU BHSBJICHHS BTOPTHEHb
3TiHO YITKO MPOJYMaHOrO airoputMmy. Ha KOXXKHOMY XOCTi y XMapHOMY CEPEIOBHIIl BCTAHOBIIOETHCS
MiHIMaTbHO HEOOXimHWN HaOip mMporpamMHOro 3a0e3nedeHHs. B XMapHOMY cepeloBHINI pPO3rOpPTaHHS
OKPEeMUX JIOJIATKIB 3 MIATPUMKOI CUCTEMH Oe3IeKu rnepeadayae BCTAHOBJICHHS MTOHOBJICHD OC3IIEKH Ha BCI
AMI, TecTyBaHHS pe3yNbTaTiB, IEPE3aBaHTAKEHHS YCIX BIPTyalbHHX CEpBEpiB, 32 PaxyHOK YOTO
MiHIMI3YyIOTECS B XMapi HaOOpH pi3HUX Olepaliil, yHeMOKIUBIIIOIOYH BUHUKHEHHS TOMUJIKH.

B xmapHOMY cepe/loBHIII MOKIIMBE €KCIIEPUMEHTYBaHHs 3 Pi3HUMHU KOHQIrypaiismMu i nepe0y0Boro
o0pa3iB koM’ otepa. JliopaBiiny KOHGIrypaiito st KOHKPETHOTO CEPBICHOTO MPOdIII0, MOXKHA MTOIEPEIHBO
MiACHINTH 3aXUCT CUCTEMH MEPea PO3TOPTAHHIM AaHOTo 00pa3a B XMapHOMY CEpEAOBHILI. AJie ONEPEIHbO
PEKOMEHIY€EThCSI BHWIIyYEHHS OOJIIKOBHX 3allMCiB KOPUCTYBadiB 1 mapojiei, mo 30epiratoTbes B Qaiini
KOHpirypartii.

3py4HICTh Ta JIOTIYHICTH BHKOPUCTaHHS KoM toTepHoi iHdpactpykrypu Cloud Computing 3 wacom
CHPHUATHME 3POCTAHHIO PIBHA JIOBIpH KOPUCTYBayiB, 0COOIMBO B HABUAIBHOMY MPOLEC] Ta aIMiHICTpyBaHHI
HaBYAIBHUX 3aKJIaJliB, Ta JOMIJILHOMY KOPHUCTYBaHHIO XMapHUMHU OOYMCIICHHSIMHU.
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[Tepen po3ropTaHHAM XMapy BayKJIMBO BU3HAYHUTHCS 3 BUMOTaMH IOZ0 BHOOPY aHTHUBIPYCHOTO 3aXUCTY
mporpaMHoro 3abe3mneueHHs. OCKUIBKM KUIBKICTh BIPYCIB  30LIBIIYETHCS IMIOJCHHO, PO3POOHUKH
AHTUBIPYCHOTO HPOTPaMHOro 3a0e3MeUYCeHHs] HE B 3MO031 3a0€3MEeYUTH 3aXHCT BiJ] KOKHOTO 3 HHUX, TOMY iX
MPOAYKT 3a0e3leuye 3aXMCT JIMIIE BiJ BXKE ONMCAHUX BIPYCiB. 3a JOIMOMOIOI0 MEPESIKEBUX CHCTEM
BHSBIIEHHS BTOPTHEHB 31HCHIOETHCS MOHITOPHHT MEPEXKEBOT0 Tpadika, BUSIBIAIOYN aHOMAIbHY aKTHBHICTb.
BiamoBinHo, MepekeBi cUCTeMU BHSBJICHHsS BTOpPrHeHb Ha piBHI xocty (HIDS) dyHKLIOHYIOTH aHAIOTiYHO
710 aHTUBIPYCHHUX CHUCTEM Ta JOAATKOBO Ha iX OCHOBI JAOCIIIKYEThCS CHCTEMa Ha BCi 03HAKM KOMIIPOMeTallii,
(hOopMyTOTHCSI TTOBIIOMIICHHS TIPO BC1 BUTIAIKK 3MiHM CHCTEMHHUX CepBiCiB Ta (haiiliB omepariifHoi CHCTEMHU.
be3 MepexxeBHX CHCTEM BHUSBIICHHS BTOpPrHeHb Ha piBHI xocTy (HIDS) He pekomeHmyeTbcsi po3ropratu
cepBepd B XMapHOMY cepeloBulli. B xmapHiid iHQpacTpyKTypi AOLIUIBHO 0OMpaTH LEHTpali30BaHy
KoH(Irypamifo, mo0 po3poOuTH Tpodinb Oe3MeKkrd MiABUIIEHOTO PIBHA 13 BUCOKHM CTYIIEHEM 3aXHUCTY
OKpPEMUX CEPBICIB 3a MPUHIIUIIOM «OJHH CepBep — OMUH cepBic». CerMeHTallis JaHuX BiIIMOBITHO 0 PI3HHUX
piBHIB KOH(IACHIIHHOCTI € OCHOBHMUM 3aco00oM MiHimi3amii BmMBY Oynb-sKoi BipycHOi aTaku Ha
MPOAYKTHBHICTh CHCTEMH B IIOMY. PexoMmeHmyeThcsi 3a0e3rmedyBaTH JOCTYN IO BipTyaJllbHUX CEpBEPiB
TUHAMIYHAM BCTAHOBJICHHSAM BIAKPUTHX KITIOYIB (IIApOJIiB) HA IUIBOBHH CEpBEp, Mepearod KITtodi depes
aJMIHICTpaTUBHUH iHTepdeiic, a He 3a PaxyHOK OOJIKOBOTO 3alucy KOpPHCTyBada, BOYIOBaHOTO B 00pa3
komm’totepa. Ilpu 3MiHI KopHCTyBaya pEKOMEHAYETbcs OyayBaTH iHImIMKA o0pa3 Komm'ioTepa i3
HEOOX1THUMU JIJI1 HOBOTO KOPUCTYBa4a 3MiHAMHU.

[pyHTOBHMH MiAXix ToJdsrae y BUKOPMCTAHHI ICHYHOYMX 3acO0iB  yNPaBIiHHA XMapHOKO
iH(pPacTPYKTYypOto, a00 y po3poOIli HEOOXIAHOTO IHCTPYMEHTApI0, 3aBISKUA YOMY 30€piraroThCst 0OJIIKOBI
JaH1 KOPUCTYBadiB 32 MEeKaMH XMapHOi iHGPAaCTPYKTypH Ta 3’ SIBISETHCS MOXKIUBICTh JTUHAMIYHO J0JaBaTH
(BmrydaTH) OOJIKOBI 3aITMCH KOPUCTYBAYiB HA XMapHi CEpBEPH IIiJ 4ac BUKOHAHHs. Takwii mimxin motpedye
CTBOPEHHS 1 3alyCKy aJIMiHICTpaTMBHOTO CEpBICY Ha KOXKHOMY XOCTi. B XxMapHOMY cepeloBuIli B pasi
KOMITPOMETAIII{ TOIUIbHE KOMFOBaHHS KOPEHEBOI (paliIoBOi CUCTEMH Ha OJIMH 13 TOMIB, KOTIIFOBAHHS TOMIB B
pa3i 3ynMHKH cepBepa Ta Moro 3aMiHi.
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Bouaiauii B.O., Konoriii B.B.
KipoBorpajcbkiii aep:kaBHUIA NleIaroriyHuii yHiBepcuTeT iMeHi Bonoaumupa Bunanvenka

IndopmaniitHo-komyHikaniiinuii npoctip KipoBorpaacbkoro ep:kaBHOro neaaroriayHoro
YHiBepcurery

CporoziHi mepe] OCBITSHAMH BHINOI IIKOJW CTOSTh CKJIAJHI 3aBIaHHS: 3a0€3MEYMTH BiIIOBIIHICT
3HaHb, YMiHb Ta HaBHYOK MaWOyTHiX (axiBI[iB BuMOraM dacy, 0O HaBKOIMWIIHIA CBIT CTpPIMIOJIOB
YCKJIAAHIOETHCSI 1 BUMAara€ po3yMiHHS PI3HMX IIBUAKOIUIMHHHUX MpPOLEciB. 3POCTaHHS TEMIIB PO3BUTKY
CY4acHOTO CYCHUILCTBA BeJE JIO TOrO, IO Halll 3HAHHS IOCTIHHO TOTPIOHO OHOBIIOBATH, a OTKE,
301IBIYETHCS YaCTUHA OCBITHBHOTO MPOLIECY, SIKA BUXOIUTh 32 MK BHIMX HaBYAIBHUX 3aKyiaaiB [2, c. 14].
HogitHi iHpopMaLiiHO-KOMYHIKaLiiHI TEXHOJIOTi] MOXYTb CTaTH THM 3aCO00M, BUKOPHCTAHHS SIKOT'O 1aCTh
3MOTY OJIHOYACHO 1 TOJIMIIMTH OCBITY, 1 3a0€3MEYUTH OCBITHIM MPOCTIp HABYAIBHOTO 3aKJIaay HOBUMHU
THCTpYMEHTaMH.

3a indopMariifHOi emoxXu OCHOBOI MDKOCOOMCTICHMX B3a€MOIill € IHTepHeT, Ha OCHOBI SIKOTO
CTBOPIOEThCSI TJI00abHA IUTaTGOpMa 1 PO3MIMPIOETHCS JIOCTYNl JIO YCIX pecypciB, 30KpeMa HOBHX
HaBYAIBHUX MartepianiB. BukopucranHs [HTepHET TakoXk CHpHUsi€ PO3BUTKOBI HOBOI KyNIbTYPH BUILHOTO
JOCTyIy, OOMiHYy JaHMMH 1 CHiNbHOI y4acTi, KOoTpa Maiike 0Oe3 OOMEXeHb AONMYCKA€E KOPHUCTYBAHHS
3HAHHSMU W aKTUBHY y4acTb y iX cTBopeHHi. [IpomaryBaHHs i migTpUMKa TEXHOJIOTIH BUIBHOTO MOILUPEHHS
PI3HOMAHITHUX TOBIJIOMJICHb, SIK BBa)KA€ IMEBHA YACTUHA OCBITSHCHKOI CHUIBHOTH, 3HAYHO IOJIIIIYE i
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