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], äå

d 6= 1 � âiëüíå âiä êâàäðàòiâ öiëå ÷èñëî. Îòðèìàíi òåîðåòè÷íi ðåçóëüòàòè äîïîâíå-íî ïðîãðàìíîþ ðåàëiçàöi¹þ àëãîðèòìó çíàõîäæåííÿ çíà÷åííÿ �óíêöi¨ Îéëåðà äëÿåëåìåíòà n â êiëüöi Z[√d
]. Çàïðîïîíîâàíî ââåñòè â ðîçãëÿä ðîçøèðåíèé àëãîðèòìRSA äëÿ åëåìåíòiâ êiëüöÿ Z
[√

d
].Êëþ÷îâi ñëîâà: êiëüöÿ öiëèõ àëãåáðà¨÷íèõ ÷èñåë, êiëüöÿ Z[√d

], �óíêöiÿ Îéëå-ðà ϕ(n) íà ìíîæèíi Z[√d
], ðîçøèðåíèé àëãîðèòì RSA äëÿ åëåìåíòiâ êiëåöü Z[√d

].
Abstract. Described in the work of H. Elkamchouchi, K. Elshenawy i H. Shaban and

also in the Koval’s PhD “Security systems based on Gaussian integers: analysis of basic

operations and time complexity of secret transformations” is an RSA-algorithm over the

field of Gaussian Integers which uses Euler function for elements of the ring of Gaussian

Integers Z
[
i
]
. An Euler function for Gaussian Integers is explored in the Cross’es work.

This paper generalises the mentioned results for the case of the principal ideal ring

Z
[√

d
]
where d 6= 1 is an arbitrary squarefree integer. Remark that by Z[

√
d] we mean

a minimal ring, containing the ring Z and the element
√
d, i.e. the ring

Z[
√
d] = {a+ b

√
d|a, b ∈ Z}.

A notion of Euler function ϕ(n) for the element n ∈ Z
[√

d
]
is introduced and a

formula to calculate its values is found.

Obtained theoretical results are complemented by a software implementation of the

algorithm for finding values of the Euler function for the given element n of the ring

Z
[√

d
]
.

Introduced also is an extended RSA algorithm for elements of the ring Z
[√

d
]
.

The results can be used in further studies on algebraic number theory and theory of

rings. Developed software will be used for specialists in the field of abstract algebra and

applications.
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, extended RSA algorithm for elements of rings Z
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ÔÓÍÊÖIß ÎÉËÅ�À ÍÀ ÌÍÎÆÈÍI Z[√d
⌋ ÒÀ �� ÇÀÑÒÎÑÓÂÀÍÍß 61ÂñòóïÎñòàííiìè äåñÿòèëiòòÿìè äîñëiäæåííÿ àëãîðèòìi÷íèõ ïèòàíü òåîði¨ ÷èñåë ïåðå-æèâàþòü ïåðiîä áóðõëèâîãî ðîçâèòêó, â ïåðøó ÷åðãó, çàâäÿêè çàïèòàì êðèïòîãðà-�i¨ òà øèðîêîìó ðîçïîâñþäæåííþ ÅÎÌ. Ñòðiìêèé ðîçâèòîê ñó÷àñíèõ òåõíîëîãié òàðîçøèðåííÿ ìåæ âèêîðèñòàííÿ êîìï'þòåðíèõ ìåðåæ çóìîâèëè ïîÿâó ÿêiñíî íîâèõõàêåðñüêèõ àòàê, ÿêi ñòàíîâëÿòü çàãðîçó áåçïåöi ií�îðìàöi¨. Ó çâ'ÿçêó iç öèì ïåðåäñó÷àñíîþ íàóêîþ íàäçâè÷àéíî àêòóàëüíèì ïîñòà¹ ïèòàííÿ ïðî íåîáõiäíiñòü ïîøóêóíîâèõ àëüòåðíàòèâíèõ ìåòîäiâ øè�ðóâàííÿ, ÿêi á íå âèìàãàëè âåëèêèõ çàòðàò ÷àñói áóëè áiëüø êðèïòîñòiéêèìè i áåçïå÷íèìè.Îäíèì iç òàêèõ àëüòåðíàòèâíèõ àëãîðèòìiâ øè�ðóâàííÿ ìiã áè áóòè àëãîðèòìRSA äëÿ åëåìåíòiâ êiëåöü Z

[√
d
].Cëiä çàóâàæèòè, ùî ñóòò¹âèì íåäîëiêîì âiäîìèõ ñüîãîäíi ìåòîäiâ êðèïòîàíàëiçóñèñòåìè RSA ¹ íåîáõiäíiñòü ïðàöþâàòè ç ìàòðèöÿìè âåëèêîãî ðîçìiðó. Iíøèì ìîæëè-âèì ïiäõîäîì äî øè�ðóâàííÿ ií�îðìàöi¨ â RSA ¹ âèêîðèñòàííÿ �óíêöi¨ Îéëåðà. Çàòàêîãî ïiäõîäó íåìà¹ ïîòðåáè âèêîðèñòîâóâàòè ñóïåðêîìï'þòåð.Â ðîáîòi H. Elkamhouhi, K. Elshenawy i H. Shaban [1℄, à òàêîæ ó äîêòîðñüêié äè-ñåðòàöi¨ À. Koval íà òåìó �Seurity systems based on Gaussian integers: analysis of basioperations and time omplexity of seret transformations� [2℄ ðîçãëÿäà¹òüñÿ àëãîðèòìRSA äëÿ öiëèõ ãàóñîâèõ ÷èñåë, ÿêèé âèêîðèñòîâó¹ �óíêöiþ Îéëåðà äëÿ åëåìåíòiâêiëüöÿ Z

[
i
]. Ñàìà æ �óíêöiÿ Îéëåðà äëÿ öiëèõ ãàóñîâèõ ÷èñåë äîñëiäæó¹òüñÿ â ðî-áîòi Cross (1983) [3℄.Â äàíié ðîáîòi �óíêöiÿ Îéëåðà ϕ(n) ðîçãëÿäà¹òüñÿ íà ìíîæèíi

Z
[√
d
]
= {a + b

√
d|a, b ∈ Z},äå d 6= 1 � âiëüíå âiä êâàäðàòiâ öiëå ÷èñëî i Z[√d ] � êiëüöå ãîëîâíèõ iäåàëiâ.�îáîòà ñêëàäà¹òüñÿ ç òðüîõ ÷àñòèí. Ó ïåðøié ¨¨ ÷àñòèíi ââåäåíî ïîíÿòòÿ �óíêöi¨Îéëåðà ϕ(n) äëÿ åëåìåíòà n ∈ Z

[√
d
] òà çíàéäåíî �îðìóëó äëÿ îá÷èñëåííÿ ¨¨ çíà÷å-ííÿ. Â äðóãié ÷àñòèíi çàïðîïîíîâàíî ïðîãðàìíó ðåàëiçàöiþ àëãîðèòìó çíàõîäæåííÿçíà÷åííÿ �óíêöi¨ Îéëåðà äëÿ åëåìåíòà n ∈ Z

[√
d
]. Ó òðåòié ÷àñòèíi ââåäåíî â ðîç-ãëÿä ðîçøèðåíèé àëãîðèòì RSA äëÿ åëåìåíòiâ êiëåöü Z

[√
d
].Â ðîáîòi âèêîðèñòîâóþòüñÿ íàñòóïíi ïîçíà÷åííÿ: K∗ � ìóëüòèïëiêàòèâíà ãðóïàêiëüöÿ K; |G| � ïîðÿäîê ãðóïè G; Zn = Z/〈n〉 � êiëüöå êëàñiâ ëèøêiâ çà ìîäóëåì n.Iíøi ïîçíà÷åííÿ ñòàíäàðòíi.1. Ôóíêöiÿ Îéëåðà ϕ(n) íà ìíîæèíi Z[√d ]Íà ìíîæèíi Z[√d ]\{0} ââåäåìî â ðîçãëÿä �óíêöiþ ϕ(n), çíà÷åííÿ ÿêî¨ äëÿ åëå-ìåíòà n ∈ Z

[√
d
] äîðiâíþ¹ êiëüêîñòi åëåìåíòiâ êiëüöÿ, ïîïàðíî íå êîíãðóåíòíèõ ìiæñîáîþ çà ìîäóëåì n i âçà¹ìíî ïðîñòèõ iç n, i íàçâåìî ¨¨ �óíêöi¹þ Îéëåðà.



62 Î. Î. Òðåáåíêî, Í.Ì. ÖèáóëüñüêàËåìà 1. Íåõàé Z
[√
d
] � êiëüöå ãîëîâíèõ iäåàëiâ,

n ∈ Z
[√
d
]
\{0}, Gn =

{

g = g + 〈n〉| g ∈ Z
[√
d
]
, (g, n) ∼ 1

}. Òîäi Gn =
(

Z
[√
d
]
/〈n〉

)∗,äå (Z[√d ]/〈n〉)∗ � ìóëüòèïëiêàòèâíà ãðóïà êiëüöÿ Z
[√
d
]
/〈n〉.Äîâåäåííÿ. �îçãëÿíåìî �àêòîð-êiëüöå êiëüöÿ Z

[√
d
] çà iäåàëîì I = 〈n〉:

Z
[√
d
]
/〈n〉 =

{

g | g ∈ Z
[√
d
]}

.Âèäiëèìî â ìíîæèíi Z[√d ]/〈n〉 ïiäìíîæèíó Gn òàêèõ åëåìåíòiâ g, ùî (g, n) ∼ 1.Îñêiëüêè Z
[√
d
] ¹ êiëüöåì ãîëîâíèõ iäåàëiâ, òî äëÿ äîâiëüíîãî åëåìåíòà g ∈ Gniñíóþòü åëåìåíòè u, v ∈ Z

[√
d
] òàêi, ùî gu + nv = 1, à çíà÷èòü, gu+ nv = 1, çâiäñè

g · u = 1, òîáòî g | 1 â Z
[√
d
]. Îòæå, ìíîæèíà Gn ñêëàäà¹òüñÿ ç äiëüíèêiâ îäèíèöiêiëüöÿ Z

[√
d
]
/〈n〉, òîìó Gn ⊆

(

Z
[√
d
]
/〈n〉

)∗. ßêùî æ g ∈
(

Z
[√
d
]
/〈n〉

)∗, òî iñíó¹åëåìåíò u ∈
(

Z
[√
d
]
/〈n〉

)∗, äëÿ ÿêîãî g · u = 1. Òîäi gu ≡ 1(mod〈n〉), à çíà÷èòü
qu− 1 ∈ 〈n〉, òîáòî iñíó¹ v ∈ Z

[√
d
], äëÿ ÿêîãî gu+ nv = 1, çâiäêè (g, n) ∼ 1. Òàêèì÷èíîì, (Z[√d ]/〈n〉)∗ ⊆ Gn i Gn =
(

Z
[√
d
]
/〈n〉

)∗. �Íàñëiäîê 1. Íåõàé êiëüöå Z[√d ], äå d 6= 1 � âiëüíå âiä êâàäðàòiâ öiëå ÷èñëî, ¹ êiëü-öåì ãîëîâíèõ iäåàëiâ i íåõàé n ∈ Z
[√
d
]
\{0}. Òîäi ϕ(n) = |Gn| =

∣
∣
∣

(

Z
[√
d
]
/〈n〉

)∗∣
∣
∣ .Äîâåäåííÿ. Çðîçóìiëî, ùî ϕ(n) = |Gn|, äå Gn =

{

g = g + 〈n〉| g ∈ Z
[√
d
]
, (g, n) ∼ 1

},àëå òîäi iç òâåðäæåííÿ 1 ϕ(n) = ∣∣∣(Z[√d ]/〈n〉)∗∣∣∣. �Òâåðäæåííÿ 1. Íåõàé êiëüöå Z
[√
d
], äå d 6= 1 � âiëüíå âiä êâàäðàòiâ öiëå ÷èñëî, ¹êiëüöåì ãîëîâíèõ iäåàëiâ. Òîäi �óíêöiÿ Îéëåðà íà ìíîæèíi Z[√d ]\{0} � ìóëüòè-ïëiêàòèâíà.Äîâåäåííÿ. Äëÿ �óíêöi¨ Îéëåðà íà Z
[√
d
] ìà¹ìî:1. Íåõàé n = a + b

√
d ∈ Z

[√
d
]. Çà íàñëiäêîì 1 iç ëåìè 1 ϕ(n) = ∣∣∣(Z[√d ]/〈n〉)∗∣∣∣,òîìó ϕ(n) > 0.2. Íåõàé n1, n2 ∈ Z

[√
d
]
\{0}, (n1, n2) ∼ 1 i n = n1 · n2. Çà íàñëiäêîì 1 iç ëåìè1, ϕ(n1) =

∣
∣
∣

(

Z
[√
d
]
/〈n1〉

)∗∣∣
∣, ϕ(n2) =

∣
∣
∣

(

Z
[√
d
]
/〈n2〉

)∗∣∣
∣, ϕ(n) =

∣
∣
∣

(

Z
[√
d
]
/〈n〉

)∗∣∣
∣.Îñêiëüêè (n1, n2) ∼ 1, òî, çà òâåðäæåííÿì 2 [5, C.352℄ i ëåìîþ 1 [6, C.460℄,

(

Z
[√
d
]
/〈n〉

)∗
=
(

Z
[√
d
]
/〈n1〉

)∗
×
(

Z
[√
d
]
/〈n2〉

)∗,òîìó ∣∣∣(Z[√d ]/〈n〉)∗∣∣∣ =
∣
∣
∣

(

Z
[√
d
]
/〈n1〉

)∗∣∣
∣ ·
∣
∣
∣

(

Z
[√
d
]
/〈n2〉

)∗∣∣
∣, çâiäêè ϕ(n1 · n2) =

ϕ(n1) · ϕ(n2).Îòæå, ϕ(n) � ìóëüòèïëiêàòèâíà �óíêöiÿ çà îçíà÷åííÿì [4, Ñ.59℄. �Çàäàìî âiäîáðàæåííÿ f : Z[√d ]\{0} → N íàñòóïíèì ÷èíîì: f(a+b√d) = |a2 − b2d|.
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[√
d
], äå d 6= 1 � âiëüíå âiä êâàäðàòiâ öiëå ÷èñëî, ¹êiëüöåì ãîëîâíèõ iäåàëiâ i íåõàé n = ε ·qk11 ·qk22 · ... ·qkrr ∈ Z

[√
d
]
\{0}, äå ε|1, åëåìåíòè

qi � ïðîñòi â Z
[√
d
] äëÿ âñiõ i ∈ 1, r, ïðè÷îìó qi ≁ qj ïðè i 6= j. Òîäi

ϕ(n) = f(n) ·
(

1− 1

f(q1)

)

·
(

1− 1

f(q2)

)

· ... ·
(

1− 1

f(qr)

)

.Äîâåäåííÿ. ßêùî n = ε � äiëüíèê îäèíèöi â Z
[√
d
], òî

ϕ(n) =
∣
∣
∣

(

Z
[√
d
]
/〈n〉

)∗∣
∣
∣ =

∣
∣
∣

(

Z
[√
d
]
/〈ε〉

)∗∣
∣
∣ =

∣
∣
∣

(

Z
[√
d
]
/Z
[√
d
])∗∣∣
∣ = 1.Âîäíî÷àñ f(ε) = 1, îñêiëüêè äëÿ åëåìåíòà ε = a + b

√
d îáåðíåíèì áóäå àáî åëåìåíò

a − b
√
d, àáî åëåìåíò −a + b

√
d, çíà÷èòü, äîáóòîê åëåìåíòà a + b

√
d i îáåðíåíîãî äîíüîãî åëåìåíòà (a−b√d àáî −a+b√d) äîðiâíþ¹ 1, àëå öåé äîáóòîê � ðiâíèé |a2−b2d|,òîìó |a2 − b2d| = 1. Îòæå, ϕ(ε) = f(ε) i äëÿ n = ε òåîðåìà ¹ ñïðàâåäëèâîþ.Íåõàé n íå ¹ äiëüíèêîì îäèíèöi â Z

[√
d
] i n = ε · qk11 · qk22 · ... · qkrr � êàíîíi÷íèéðîçêëàä åëåìåíòà n â Z

[√
d
], ki ≥ 1 äëÿ âñiõ i ∈ 1, r. Â ñèëó ìóëüòèïëiêàòèâíîñòi�óíêöi¨ Îéëåðà íà Z

[√
d
] (òâåðäæåííÿ 1):
ϕ(n) = ϕ(ε) · ϕ

(
qk11
)
· ... · ϕ

(
qkrr
)
.Òîäi, âðàõîâóþ÷è íàñëiäîê 1 iç ëåìè 1, ìàòèìåìî:

ϕ(n) =
∣
∣
∣

(

Z
[√
d
]
/〈qk11 〉

)∗∣∣
∣ · ... ·

∣
∣
∣

(

Z
[√
d
]
/〈qkrr 〉

)∗∣∣
∣ . (1)Íåõàé qk � äîâiëüíèé åëåìåíò iç åëåìåíòiâ qkii (i ∈ 1, r ). Çà òåîðåìîþ 3 [7, C. 225℄,åëåìåíò q çàäîâîëüíÿ¹ îäíó ç óìîâ:1) q = ε · 2, ÿêùî d ≡ 1(mod4);2) q = ε · a, äå a � ïðîñòå íåïàðíå ÷èñëî, a ∤ d i (d

a

)

= −1;3) q = a+ b
√
d ∈ Z

[√
d
], ÿêùî (a, b) = 1 i |a2 − b2d| � ïðîñòå ÷èñëî.Çíàéäåìî ïîðÿäêè ãðóï (Z[√d ]/〈qkrr 〉

)∗ äëÿ êîæíîãî iç âèïàäêiâ 1)-3). Îñêiëüêè
〈ε · qk〉 = 〈qk〉 äëÿ äîâiëüíîãî ε|1, òî äîñòàòíüî ðîçãëÿíóòè íàñòóïíi âèïàäêè:1. q = 2 ïðè d ≡ 1(mod4) àáî q � ïðîñòå íåïàðíå ÷èñëî, q ∤ d i (d

q

)

= −1.2. q = a+ b
√
d ∈ Z

[√
d
], äå (a, b) = 1 i f(q) = |a2 − b2d| � ïðîñòå ÷èñëî.Ïîêàæåìî, ùî â êîæíîìó iç äàíèõ âèïàäêiâ

∣
∣
∣

(

Z
[√
d
]
/〈qk〉

)∗∣∣
∣ = (f(q))k ·

(

1− 1

f(q)

)

.1. Íåõàé q = 2 ïðè d ≡ 1(mod 4) àáî q � ïðîñòå íåïàðíå ÷èñëî, q ∤ d i (d
q

)

= −1. Çàòâåðäæåííÿì 1, åëåìåíò x êiëüöÿ Z
[√
d
]
/〈qk〉 ¹ äiëüíèêîì îäèíèöi òîäi i ëèøå òîäi,êîëè (x, qk) ∼ 1 (òîáòî x ∈ Gqk , äå Gqk =
{

g = q + 〈qk〉| g ∈ Z
[√
d
]
, (g, qk) ∼ 1

}).Íåõàé M =
{

y1 + y2
√
d = y1+y2

√
d+ 〈qk〉| y1+y2

√
d ∈ Z

[√
d
]
, 0 ≤ y1 ≤ qk−1∧0 ≤

y2 ≤ qk − 1∧
((
y1, q

k
)
= 1 ∨

(
y2, q

k
)
= 1
)}. Äîâåäåìî, ùî Gqk =M .



64 Î. Î. Òðåáåíêî, Í.Ì. ÖèáóëüñüêàÍåõàé x ∈ Gqk i x = x1 + x2
√
d � òàêèé çàïèñ x, ùî x1, x2 � íàéìåíøi ìîæëèâi öiëiíåâiä'¹ìíi ÷èñëà. Çà òâåðäæåííÿì 1, Gqk =

(

Z
[√
d
]
/〈qk〉

)∗, òîìó, î÷åâèäíî, 0 ≤ x1 ≤

qk − 1, 0 ≤ x2 ≤ qk − 1. Îñêiëüêè åëåìåíò x íàëåæèòü äî Gqk , òî (x1 + x2
√
d, qk) ∼ 1.ßêùî x1 ...q i x2 ...q, òî (x1+x2√d, qk) ≁ 1, àëå öå íå òàê. Òîìó àáî x1 .../q, àáî x2 .../q. Îòæå,

(x1, q
k) = 1 àáî (x2, qk) = 1. Òàêèì ÷èíîì, x ∈M . Â ñèëó äîâiëüíîñòi âèáîðó åëåìåíòà

x ç Gqk , ìà¹ìî Gqk ⊆M . Íàâïàêè, íåõàé x = x1 + x2
√
d ∈M , òîäi 0 ≤ x1, x2 ≤ qk−1 i

(x1, q
k) = 1 àáî (x2, qk) = 1. Ïðèïóñòèìî, ùî (x1+x2√d, qk) ≁ 1. Îñêiëüêè q � ïðîñòèéâ Z

[√
d
] åëåìåíò, òî çâiäñè âèïëèâà¹, ùî x1 +x2

√
d
...q, òîáòî x1+ x2

√
d = q(u+ v

√
d)äëÿ äåÿêîãî u+v√d ∈ Z

[√
d
]. Òîäi x1 = qu, x2 = qv. Òîáòî x1 ...q i x2 ...q, ùî ñóïåðå÷èòüâèáîðó x âM . Îòæå, (x1+x2√d, qk) ∼ 1, à çíà÷èòü, x ∈ Gqk iM ⊆ Gqk . Òàêèì ÷èíîì,

Gqk =M .Äëÿ ñïðîùåííÿ ïiäðàõóíêó êiëüêîñòi åëåìåíòiâ â ìíîæèíi M , êîæåí ¨¨ åëåìåíò
a+ b

√
d çîáðàæàòèìåìî ó âèãëÿäi ïàðè (a, b). �îçìiñòèìî ïàðè (a, b) ó �îðìi òàáëèöi:

(0, 0) (q, 0) ... ... (0, 1) (q, 1) ... ... ... (0, qk − 1) (q, qk − 1) ... ...
(1, 0) (q + 1, 0) ... ... (1, 1) (q + 1, 1) ... ... ... (1, qk − 1) (q + 1, qk − 1) ... ...
(2, 0) (q + 2, 0) ... ... (2, 1) (q + 2, 1) ... ... ... (2, qk − 1) (q + 2, qk − 1) ... ...... ... ... ... ... ... ... ... ... ... ... ... ...

(q − 1, 0) (2q − 1, 0) ... (qk − 1, 0) (q − 1, 1) (2q − 1, 1) ... (qk − 1, 1) ... (q − 1, qk − 1) (2q − 1, qk − 1) ... (qk − 1, qk − 1)Â äàíié òàáëèöi âñi ïàðè (a, b), äëÿ ÿêèõ (a, qk) 6= 1 i (b, qk) 6= 1 çíàõîäÿòüñÿ âïåðøîìó ðÿäêó. Äàëi, ÿêùî b � �iêñîâàíå, òî ïàð (a, b), â ÿêèõ (a, qk) 6= 1, ¹ ðiâíî
qk−1, à ñàìå: (q, b), (q2, b), ..., (qk−1, b). Êiëüêiñòü åëåìåíòiâ b ∈ 0, q − 1 òàêèõ, ùî
(b, qk) 6= 1, òàêîæ äîðiâíþ¹ qk−1, à ñàìå: q, q2, ..., qk−1. Òîäi êiëüêiñòü ïàð (a, b) äàíî¨òàáëèöi òàêèõ, ùî (a, qk) 6= 1 i (b, qk) 6= 1, äîðiâíþ¹ qk−1 · qk−1 = q2(k−1). Âñüîãî âòàáëèöi ¹ q2k ïàð, òîìó ïàð (a, b) â ðîçãëÿäóâàíié òàáëèöi òàêèõ, ùî (a, qk) = 1 àáî
(b, qk) = 1, ¹ ðiâíî q2k − q2(k−1).Îñêiëüêè Gqk =M , òî iç òâåðäæåííÿ 1
∣
∣
∣

(

Z
[√
d
]
/〈qk〉

)∗∣
∣
∣ =

∣
∣Gqk

∣
∣ = q2k − q2(k−1) = (q2)k ·

(

1− 1

q2

)

= (f(q))k ·
(

1− 1

f(q)

)

.2. Íåõàé q = a+ b
√
d, äå (a, b) = 1 i f(q) = |a2 − b2d| � ïðîñòå ÷èñëî. Äëÿ äîâåäåííÿðiâíîñòi ∣∣∣(Z[√d ]/〈qk〉)∗∣∣∣ = (f(q))k ·

(

1− 1

f(q)

) â öüîìó âèïàäêó âèêîðèñòà¹ìî ìåòîäìàòåìàòè÷íî¨ iíäóêöi¨.Ïåðåâiðèìî ñïðàâåäëèâiñòü òâåðäæåííÿ ïðè k = 1. Îñêiëüêè (a, b) = 1, òî çàòåîðåìîþ 1 [7℄ Z
[√
d
]
/〈q〉 ∼= Zp, äå p = f(q), òîáòî Z

[√
d
]
/〈q〉 � ïîëå ç p åëå-ìåíòiâ, éîãî ìóëüòèïëiêàòèâíà ãðóïà (Z[√d ]/〈qk〉)∗ ìà¹ ïîðÿäîê p − 1. Îòæå,

∣
∣
∣

(

Z
[√
d
]
/〈q〉

)∗∣
∣
∣ = p− 1 = p ·

(

1− 1

p

)

= f(q) ·
(

1− 1

f(q)

). Òàêèì ÷èíîì, ïðè k = 1òâåðäæåííÿ ñïðàâåäëèâå.
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∣
∣
∣

(

Z
[√
d
]
/〈qn〉

)∗∣
∣
∣ = (f(q))n ·

(

1− 1

f(q)

)

,i äîâåäåìî ïðè k = n+1: ∣∣∣(Z[√d ]/〈qn+1〉
)∗∣
∣
∣ = (f(q))n+1·

(

1− 1

f(q)

). �îçãëÿíåìî âiä-îáðàæåííÿ ψ: (Z[√d ]/〈qn+1〉
)∗

→
(

Z
[√
d
]
/〈qn〉

)∗ çà ïðàâèëîì: ψ(x+y√d+〈qn+1〉) =

x + y
√
d + 〈qn〉. Ïîêàæåìî, ùî ψ � ãîìîìîð�içì ãðóïè (Z[√d ]/〈qn+1〉

)∗ íà ãðóïó
(

Z
[√
d
]
/〈qn〉

)∗.Íåõàé x + y
√
d + 〈qn+1〉 ∈

(

Z
[√
d
]
/〈qn+1〉

)∗. Çíàéäåìî îáðàç åëåìåíòà x + y
√
d +

〈qn+1〉: ψ(x+ y√d+ 〈qn+1〉) = x+ y
√
d+ 〈qn〉. Çðîçóìiëî, ùî îáðàç ψ(x+ y√d+ 〈qn+1〉)iñíó¹ i ¹äèíèé. Çàëèøà¹òüñÿ ïîêàçàòè, ùî x + y

√
d + 〈qn〉 = ψ(x + y

√
d + 〈qn+1〉)íàëåæèòü äî (Z[√d ]/〈qn〉)∗. Àëå öå âèïëèâà¹ ç òîãî, ùî ÿêùî x + y
√
d + 〈qn+1〉¹ äiëüíèêîì îäèíèöi â Z

[√
d
]
/〈qn+1〉, òî çà òâåðäæåííÿì 1 (x + y

√
d, qn+1) ∼ 1, àçíà÷èòü, çðîçóìiëî, i (x + y

√
d, qn) ∼ 1, òîìó x + y

√
d + 〈qn〉 ¹ äiëüíèêîì îäèíèöiâ Z

[√
d
]
/〈qn〉. Íàâïàêè, äëÿ äîâiëüíîãî åëåìåíòà x + y

√
d + 〈qn〉 iç (Z[√d ]/〈qn〉)∗,ïðîîáðàç x+ y

√
d+ 〈qn+1〉 â (Z[√d ]/〈qn+1〉

)∗ iñíó¹ çàâæäè.Äîâåäåìî, ùî îïåðàöiÿ ìíîæåííÿ çáåðiãà¹òüñÿ. Íåõàé x1+y1√d+〈qn+1〉, x2+y2√d+
+〈qn+1〉 � äîâiëüíi äâà åëåìåíòè ãðóïè (Z[√d ]/〈qn+1〉

)∗. Òîäi
ψ
(

(x1 + y1
√
d+ 〈qn+1〉)(x2 + y2

√
d+ 〈qn+1〉)

)

=

= ψ
(

x1x2 + y1y2d+ (x1y2 + y1x2)
√
d+ (x1 + y1

√
d+ x2 + y2

√
d)〈qn+1〉+ (〈qn+1〉)2

)

=

= ψ
(

x1x2 + y1y2d+ (x1y2 + y1x2)
√
d+ 〈qn+1〉

)

= x1x2+y1y2d+(x1y2+y1x2)
√
d+〈qn〉 =

= (x1 + y1
√
d+ 〈qn〉)(x2 + y2

√
d+ 〈qn〉) = ψ(x1 + y1

√
d+ 〈qn+1〉)ψ(x2 + y2

√
d+ 〈qn+1〉).Òàêèì ÷èíîì, âiäîáðàæåííÿ ψ: (Z[√d ]/〈qn+1〉

)∗
→
(

Z
[√
d
]
/〈qn〉

)∗ ¹ ãîìîìîð�i-çìîì.Çíàéäåìî ÿäðî ãîìîìîð�içìó ψ. ßäðî Kerψ ñêëàäà¹òüñÿ iç âñiõ åëåìåíòiâ x+y√d+
〈qn+1〉 ãðóïè (Z[√d ]/〈qn+1〉

)∗, äëÿ ÿêèõ ψ(x+ y
√
d+ 〈qn+1〉) = 1+ 0

√
d+ 〈qn〉, òîáòî

x + y
√
d + 〈qn〉 = 1 + 0

√
d + 〈qn〉. Çðîçóìiëî, ùî îñòàííÿ ðiâíiñòü ìîæëèâà ëèøå óâèïàäêó, êîëè x+ y

√
d ≡ 1(mod 〈qn〉). Îòæå,

Kerψ =
{

x+ y
√
d+ 〈qn+1〉 ∈

(

Z
[√
d
]
/〈qn+1〉

)∗
|x+ y

√
d ≡ 1(mod 〈qn〉)

}

.Çíàéäåìî ïîðÿäîê ÿäðà Kerψ.Íåõàé x + y
√
d + 〈qn+1〉 ∈ Kerψ, òîäi ψ(x + y

√
d + 〈qn+1〉) = 1 + 〈qn〉, òîáòî x +

y
√
d+ 〈qn〉 = 1 + 〈qn〉. Çâiäñè, x+ y

√
d ≡ 1(mod 〈qn〉), à çíà÷èòü, x+ y

√
d = 1 + t · qnäëÿ äåÿêîãî t ∈ Z

[√
d
]. Îòæå, ïîðÿäîê ÿäðà Kerψ äîðiâíþ¹ êiëüêîñòi ðiçíèõ êëàñiâëèøêiâ �àêòîð-êiëüöÿ Z
[√
d
]
/〈qn+1〉 âèäó 1+ t ·qn+〈qn+1〉, äå t ∈ Z

[√
d
]. Ïîêàæåìî,



66 Î. Î. Òðåáåíêî, Í.Ì. Öèáóëüñüêàùî ¨õ ¹ ñòiëüêè, ñêiëüêè iñíó¹ ïîïàðíî íå êîíãðóåíòíèõ çà iäåàëîì 〈q〉 åëåìåíòiâ
t ∈ Z

[√
d
]. Äiéñíî, íåõàé 1 + t · qn + 〈qn+1〉 = 1 + s · qn + 〈qn+1〉, òîäi 1 + t · qn ≡

1+ s · qn(mod〈qn+1〉), òîáòî t · qn ≡ s · qn(mod〈qn+1〉), çâiäêè t ≡ s(mod 〈q〉). Íàâïàêè,ÿêùî t ≡ s(mod 〈q〉), òî t− s ∈ 〈q〉, òîáòî t− s
...q, à çíà÷èòü, (1 + t · qn)− (1 + s · qn) =

(t−s)qn ...qn+1, çâiäêè 1+t·qn ≡ 1+s·qn( mod 〈qn+1〉) i 1+t·qn+〈qn+1〉 = 1+s·qn+〈qn+1〉.Êiëüêiñòü òàêèõ ïîïàðíî íå êîíãðóåíòíèõ çà iäåàëîì 〈q〉 åëåìåíòiâ t ∈ Z
[√
d
]äîðiâíþ¹ ÷èñëó êëàñiâ ëèøêiâ �àêòîð-êiëüöÿ Z

[√
d
]
/〈q〉. Â ñèëó òåîðåìè 1 [7, C.220℄ Z[√d ]/〈q〉 ∼= Zp, äå p = f(q), òîìó |Kerψ| = f(q).Äàëi, çà îñíîâíîþ òåîðåìîþ ãîìîìîð�içìó ãðóï,

(

Z
[√
d
]
/〈qn+1〉

)∗
/Kerψ ∼=

(

Z
[√
d
]
/〈qn〉

)∗
,à çíà÷èòü,

∣
∣
∣

(

Z
[√
d
]
/〈qn+1〉

)∗∣
∣
∣ =

∣
∣
∣

(

Z
[√
d
]
/〈qn〉

)∗∣
∣
∣ · |Kerψ| =

∣
∣
∣

(

Z
[√
d
]
/〈qn〉

)∗∣
∣
∣ · f(q).Àëå çà iíäóêòèâíèì ïðèïóùåííÿì ∣∣∣(Z[√d ]/〈qn〉)∗∣∣∣ = (f(q))n ·

(

1− 1

f(q)

), îòæå,
∣
∣
∣

(

Z
[√
d
]
/〈qn+1〉

)∗∣∣
∣ = (f(q))n ·

(

1− 1

f(q)

)

· f(q) = (f(q))n+1 ·
(

1− 1

f(q)

)

.Â ñèëó ïðèíöèïó ìàòåìàòè÷íî¨ iíäóêöi¨, äëÿ äîâiëüíîãî q = a+ b
√
d, äå (a, b) = 1 i

f(q) = |a2 − b2d| � ïðîñòå ÷èñëî, ñïðàâåäëèâî ∣∣∣(Z[√d ]/〈qk〉)∗∣∣∣ = (f(q))k ·
(

1− 1

f(q)

)äëÿ áóäü-ÿêîãî k ∈ N.Òàêèì ÷èíîì, äëÿ äîâiëüíîãî ïðîñòîãî â Z
[√
d
] åëåìåíòà q,

ϕ(qk) = (f(q))k ·
(

1− 1

f(q)

)

.Òîäi ç ðiâíîñòi (1) îòðèìà¹ìî:
ϕ(n) = f(n) ·

(

1− 1

f(q1)

)

·
(

1− 1

f(q2)

)

· ... ·
(

1− 1

f(qr)

)

.

�2. Ïðîãðàìíà ðåàëiçàöiÿ àëãîðèòìiâÍà îñíîâi îòðèìàíèõ àâòîðàìè òåîðåòè÷íèõ ðåçóëüòàòiâ òà ïðîöåäóð SGInorm,SGIiselementof, SGIrem, SGIquo, SGIareassoiated, SGImod, SGIgd, SGIfators, SGI-fator, SGIisprime [8℄ â ÑÊÌ Maple ðîçðîáëåíî ïðîöåäóðó SGIphi äëÿ çíàõîäæåííÿçíà÷åííÿ �óíêöi¨ Îéëåðà äëÿ åëåìåíòà u ∈ Z
[√
d
]:

SGIphi :=pro(u, d)loal f ;if nargs 6= 2 thenerror "wrong number of arguments"
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⌋ ÒÀ �� ÇÀÑÒÎÑÓÂÀÍÍß 67elif SGIiselementof(u, d) = false thenerror "wrong type of arguments"end if ;if SGInorm(u, d) = 1 then1elif SGIisprime(u, d) = true then

SGInorm(u, d) − 1;if evalb(hastype(u, ‘ + ‘) = false) then
u2 − 1else
abs(radnormal(op(1, u)2 − op(2, u)2))− 1end if ;else

f := op(2, SGIfactors(u, d));

SGInorm(u, d) ∗ convert(map(pro(x)1− 1/SGInorm(op(1, x), d)end pro, f), ‘ ∗ ‘)end if ;end pro: 3. Àëãîðèòì RSA äëÿ åëåìåíòiâ êiëüöÿ Z
[√
d
]Îòðèìàíi òåîðåòè÷íi ðåçóëüòàòè äàþòü ìîæëèâiñòü ââåñòè â ðîçãëÿä àëãîðèòì RSAäëÿ åëåìåíòiâ êiëåöü ãîëîâíèõ iäåàëiâ Z

[√
d
].Îïèñ àëãîðèòìóÍàãàäà¹ìî, ùî RSA ¹ øèðîêî âèêîðèñòîâóâàíèì àëãîðèòìîì, ÿêèé ïîáóäîâàíèéíà ñêëàäíîñòi �àêòîðèçàöi¨ öiëèõ ÷èñåë.Òðàäèöiéíèé RSA àëãîðèòì äëÿ öiëèõ ÷èñåë ìà¹ íàñòóïíèé âèãëÿä:Àëãîðèòì 1Êëþ÷ ãåíåðàöi¨ : Çãåíåðóâàòè äâà âåëèêèõ ïðîñòèõ ÷èñëà p i q. Îá÷èñëèòè n = p · qòà ϕ(n) = (p − 1)(q − 1). Âèáðàòè âèïàäêîâå öiëå ÷èñëî e òàê, ùî 1 < e < ϕ(n) i

(e, ϕ(n)) = 1. Îá÷èñëèòè h = e−1(mod ϕ(n)). Ïàðà n i e ¹ âiäêðèòèì êëþ÷åì, à h �çàêðèòèé êëþ÷.Øè�ðóâàííÿ: Ìàþ÷è ïîâiäîìëåííÿ m (ïðåäñòàâëåíå ó âèãëÿäi öiëîãî ÷èñëà), îá-÷èñëèòè çàøè�ðîâàíèé òåêñò c = me(mod n).�îçøè�ðîâóâàííÿ: Îá÷èñëèòè îðèãiíàëüíå ïîâiäîìëåííÿ m = ch(mod n).Àíàëîãi÷íèé àëãîðèòì RSA äëÿ åëåìåíòiâ êiëåöü ãîëîâíèõ iäåàëiâ Z
[√
d
] ìàòèìåíàñòóïíèé âèãëÿä:Íåõàé êiëüöå Z[√d ], äå d 6= 1 � âiëüíå âiä êâàäðàòiâ öiëå ÷èñëî, ¹ êiëüöåì ãîëîâíèõiäåàëiâ.



68 Î. Î. Òðåáåíêî, Í.Ì. ÖèáóëüñüêàÀëãîðèòì 2Êëþ÷ ãåíåðàöi¨ : Çãåíåðóâàòè äâà âåëèêèõ ïðîñòèõ åëåìåíòè P i Q êiëüöÿ Z
[√
d
].Îá÷èñëèòè N = P · Q òà ϕ(N) = ϕ(P ) · ϕ(Q). Âèáðàòè âèïàäêîâå öiëå ÷èñëî e òàê,ùî 1 < e < ϕ(N) i (e, ϕ(N)) = 1. Îá÷èñëèòè h = e−1(mod ϕ(N)). Òðiéêà N , e i d ¹âiäêðèòèì êëþ÷åì, à h � çàêðèòèé êëþ÷.Øè�ðóâàííÿ: Ìàþ÷è ïîâiäîìëåííÿ M (ïðåäñòàâëåíå ÿê åëåìåíò êiëüöÿ Z

[√
d
]),îá÷èñëèòè çàøè�ðîâàíèé òåêñò C =Me(mod N).�îçøè�ðîâóâàííÿ: Îá÷èñëèòè îðèãiíàëüíå ïîâiäîìëåííÿ M = Ch(mod N).�îçãëÿíåìî ïðèêëàä çàñòîñóâàííÿ íàâåäåíîãî àëãîðèòìó.Ïðèêëàä çàñòîñóâàííÿ àëãîðèòìóÊëþ÷ ãåíåðàöi¨ : �îçãëÿíåìî äâà ïðîñòi åëåìåíòè P = 581 + 209

√
2, Q = 53 êiëüöÿ

Z
[√

2
]. Çíàéäåìî N = P ·Q,
ϕ(N) = (f(P )− 1)(f(Q)− 1) = (5812 − 2092 · 2− 1)(532 − 1) = 702555984.Âèáåðåìî e = 818741, h = e−1(mod ϕ(N)) = 818741−1(mod 702555984 = 121296605).Âiäêðèòèì êëþ÷åì ¹ N = 30793 + 11077

√
2; e = 818741.Øè�ðóâàííÿ: Ïðèïóñòèìî, ùî âiäêðèòèé òåêñò M = 7 +

√
2.

C =Me mod N = (7 +
√
2)818741(mod 30793 + 11077

√
2) = 16513 + 26215

√
2.�îçøè�ðîâóâàííÿ:

M = Ch mod N = (16513 + 26215
√
2)121296605(mod 30793 + 11077

√
2) = 7 +

√
2.Àíàëiç àëãîðèòìóÓ [2℄ ïîêàçàíî, ùî òàêèé àëãîðèòì RSA, ðîçøèðåíèé íà êiëüöå Z[i] öiëèõ ãàóñîâèõ÷èñåë, ìîæå áóòè áiëüø ñòiéêèì, íiæ òðàäèöiéíèé RSA àëãîðèòì ëèøå ÿêùî p �ïðîñòå ÷èñëî, p ≡ 3(mod4). Âîäíî÷àñ, äëÿ öüîãî íåîáõiäíî, ùîá çëàì RSA áóâ íåíàñòiëüêè ñêëàäíèì, ÿê ðîçêëàäàííÿ íà ìíîæíèêè. Õî÷à i â öüîìó âèïàäêó, íåâiäîìî,÷è áóäå íàñïðàâäi ðîçøèðåíèé àëãîðèòì áiëüø çàõèùåíèì.Âèíèêà¹ ïèòàííÿ: ÷è áóäå áiëüø ñòiéêèì àëãîðèòì RSA äëÿ äåÿêèõ êiëåöü ãîëîâ-íèõ iäåàëiâ Z

[√
d
] i, ÿêùî òàê, òî ÿêi ïðîñòi åëåìåíòè ñëiä áðàòè. Äàíå ïèòàííÿâèìàãà¹ ïîäàëüøèõ äîñëiäæåíü �àõiâöiâ ç ií�îðìàöiéíî¨ áåçïåêè.4. Âèñíîâêè i ïåðñïåêòèâè ïîäàëüøèõ äîñëiäæåíüÂ ðîáîòi ðîçãëÿíóòî �óíêöiþ Îéëåðà ϕ(n) íà ìíîæèíi Z[√d ]\{0}, äå d 6= 1 � âiëü-íå âiä êâàäðàòiâ öiëå ÷èñëî. Îòðèìàíi òåîðåòè÷íi ðåçóëüòàòè äîïîâíåíî ïðîãðàìíîþðåàëiçàöi¹þ àëãîðèòìó çíàõîäæåííÿ çíà÷åííÿ �óíêöi¨ Îéëåðà äëÿ åëåìåíòà n â êiëü-öi Z[√d ]. Çàïðîïîíîâàíî ââåñòè â ðîçãëÿä ðîçøèðåíèé àëãîðèòì RSA äëÿ åëåìåíòiâêiëüöÿ Z

[√
d
]. Âîäíî÷àñ, çàëèøà¹òüñÿ âiäêðèòèì ïèòàííÿ, ÷è áóäå çàïðîïîíîâàíèéàëãîðèòì RSA áiëüø ñòiéêèì, íiæ òðàäèöiéíèé, i ÿêùî òàê, òî â ÿêèõ âèïàäêàõ.
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