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CUCTEMA BINPAB ONA JJ,I/ICDEPEHLI,IIZIOBAHOFO HABYAHHA
MAUBYTHIX IT-®AXIBLIB NPOPECIMHO OPIEHTOBAHOIO
AHIMNMOMOBHOIO YATAHHA

B cmammi posensoaemucs npobrema po3podxu enpas O0is OUPEPeHYitioBaHo20 HABUAHHSL
Maubymuix paxisyie 3 iHopmayitiHux MexHono2il NPoghecitiHo OPIEHMOBAHO20 AH2IOMOBHO2O
yumanna. Ilpoananizosano  HaAyKo8i  00CACHEeHHA WOO0O0 PpO3POOKU  cucmemu  6npas  Ois
ougpepenyitiosanoco  Haguanua uumanHa. OKpecieHO  6MIiHHA — NpogheciiHo  OpIEHMOBAHO20
AH2IOMOBHO20 YUMAHHSL OJisl HABYAHHS O3HAUOMIIOBANILHO20, NEPe2si008020 MA BUBUAIOY020 YUMAHHS.
Yinaoeno cucmemy enpas 0ns  Ougepenyitiosanoeo HAGUAHHS NPOPECiliHO  OPIEHMOBAHO20
AH2TIOMOBHO20 uumanis. Busnaueno 06i niocucmemu enpas (enpasu 05 (hOpMY6aHHs HABGUHOK
npoghecilino OpIEHMOBAHO20 AHTIOMOBHO20 YUMAHHA MA 6npasu OJisi PO3GUMKY &WiHb Npoghecilino
OPIEHMOBAH020 aH2loMO6HO20 Yumanhs). OxkpecieHo spynu énpag 0o 06ox niocucmem. Bpaxoearo
pi6Hi 80100IHHS THO3EMHOI MOB0I0 MaA HAGUANbHI cmuii cmyoeumie mauoymuix IT-ghaxisyis.
Ilpeocmaeneno npuxnaou e6mpag O0as pisHUX 2pyn  Ougepenyiliosanoco HAGYAHHA NPOPeECiliHO
OpPIEHMOBAHO20 AH2TIOMOBHO20 YU AHHSL.

Knrouosi cnoea: oughepenyiiiosane nasuanns, mauoymui IT-gpaxisyi, npogpecitino opienmosane
AH2IOMOBHE CRINKYBAHHS, CUCIEMA 6Npas, YUMAHHS, HAGUALbHULL CIULb, PI6HI 80100IHHS THO3EMHOIO
MOB0I0.

HuHi eBpoiHTerpauis € He3aMiHHUM NpiopuTETOM YKpaiHn B po36yaoBi BULLOT
OCBITW, BM3HA4Ya€ $SIKICHO HOBWUW ChopMaT HaBYanbHOro npouecy ManbyTHiX
IT-gpaxiByiB. Ha cyvacHomy eTtani pedopMyBaHHS OCBITU NigroTOBKA
ManbyTHbOro IT-haxiBusa rpyHTYETLCA Ha OBOSOAIHHI CTyAeHTamMn BMiHHAMMU
obpobkn, 3b6epiraHHs, nepefadi i 3axucCTy AaHMX. TakoX 3anopykow Yycnixy
IT-cpaxiBus y npodpecinHin cepi € i 3HaHHSA, HaBUYKU | BMIHHA NPOCECIHO
OpPIEHTOBAHOrO aHrIIOMOBHOIO CNifIKYBaHHA, $Ki [O03BOMATL WOMY YCMILLHO
30JMCHIOBATU IHLLOMOBHY KOMYHIKaUil0 3 iHO3eMHUMM KNieHTamu, nigsuLLlyBaTu
piBeHb KBanihikauii. OmKe, BMKNaAgaHHA iHO3EMHOI MOBM NpodeCiNHOro
CNPSAMYBaHHSA MOBWHHO BIANOBIgATM HOBMM CTaHZapTaM i BuMmarae po3pobku
HOBITHIX MeToauK. Hanbinbll NepCcnekTMBHMM Yy TEXHIYHMX 3aknagax BULLOI
OCBITU € anhepeHLinoBaHe HaBYaHHS, LLO peari3yroTbCs Yepes cUcTemy Bripas.
Y pamkax uiei ctaTTi po3rnsHeMO CUCTeMy BrpaB Of1d AudbepeHLUinoBaHoro
HaB4YaHHS ManbyTHiIX IT-cpaxiBuiB NpPodECinHO OpPIEHTOBAHOIO aHrOMOBHOIO
YUTAHHS.

[MuTaHHs cTBOpPEHHS BNpaB 419 ANbepeHLiioBaHOro HaBYaHHA YNTAHHSA Y
HEMOBHUMX 3aKrfiagax BWULLOI OCBITU BMBYanocb 6araTtbma HaykoBuamu. Cepefn
Hux O. J1. MoxoBa, sika yknagarna Brnpasu, BUKOPUCTOBYHOUN aBTEHTUYHI TEKCTU,
HaniBaBTEHTMYHI TEKCTU Ta TEeKCTW, 3MoAeNiboBaHi 3a TunoMm “nnaro” [4].
E. B. TpudpoHoBa BapitoBana BnpaBaMy 3 YypaxyBaHHAM TUMOSMOMYHUX TPy
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BIONOBIOHO OO PpPIBHKO  BOMOAIHHA  iHO3eMHOK  MoBOwI[6]. HocnigHuus
H. 10. KysHeuoBa po3pobnsana Bnpasu AN HYNbOBOro pPiBHS, peNpPOLYKTBHOMO
PIBHA, PenpoayTUBHO-KOHCTPYKTUBHOIO PIiBHSA, KOHCTPYKTUBHO-TBOPYOrO pPiBHS
[2, c.17]. OTxe, o4eBNOHUM € TOW (paKT, IO OOCAIHUKAMWU OOCArHYTI 3HAYHI
3000yTKM, COOKYC SIKMX 30pieHTOBaHW 30e6inbloro Ha piBeHb BOSOAIHHSA
IHO3EMHO MOBOIO.

Posrnag cuctemu Bnpas Ans gudepeHLinioBaHoro HaB4aHHs ManbyTHix IT -
doaxiBuiB NPoecinHO OPIEHTOBAHOIO YNTAHHS € BIAKPUTUM ONA OOCIIOXKEHHS, i
B MeXaxX Hallol HayKoBOI pO3BiakM npu po3pobui BNpaB M1 akUEHTYEMO yBary
Ha PpIBHAX BOMOAIHHA IHO3€MHOK MOBOK, Ha HaBYalnbHOMY CTUMi CTYOEHTIB,
cTpaTerisix, a TakoX PisHOMaHITHOCTI BUKOPUCTaHHS MPUUOMIB BUKNagaqyeMm.

TakuMm 4YMHOM, METOK LUJ€El CTaTTi € po3rnsg CcucteMn Bnpas AN
AnNdepeHLinoBaHOrO  HaB4YaHHA  ManbytHix  IT-chaxiBuiB  npodpeciiHo
OPIEHTOBAHOIO aHrMOMOBHOIO YNTAHHSA.

3ynMHMMOCb Ha [AeiHilisX K4YoBUX MOHATb Takux, K “BrnpaBa” i
‘nigcuctema BnpaeB Ang 4YMTaHHA”. 3a BU3HAYEHHSM HayKOBLIB BrnpaBa Le
cneujanbHO oOpraHizoBaHe B HaB4vasnbHUMX YymoBax 6GaraTtopas3oBe BUKOHAHHSA
OKpeMux onepauin, A abo LOisnbHOCTI 3 METOK OBOMOAIHHA IHLIOMOBHOM
KOMYHIKaTUBHOK KOMMNETEHTHICTI0O abo ii koMmrnoHeHTamu [3, c. 181]. Cuctemy
BNpaB [anNs OUepeHUiMoBaHOrO HaBYaHHA MPOJIECINHO  OpPIEHTOBAHOIO
aHrIOMOBHOIO YMTaHHA BU3HAYaeMO SAK CYKYMHICTb HeoOXigHuMX TvniB i BUAiB
BNpas, MOCNIJOBHO OpraHi3oBaHWX, YKNageHuX 3 ypaxyBaHHAM OANOAKTUYHUX W
MEeTOONYHUX 3akoHOMipHOCTen [1] popMyBaHHA HaBUYOK i BMiHb MPOMECIMHO
OPIEHTOBAHOIO AHIMIOMOBHOIO YUTaHHA Ta cneundikm audepeHuinoBaHoro
HaBYaHHS.

Y npoueci OudepeHUinoBaHOro HaBYaHHSA MNPOMECINHO OPIEHTOBAHOIO
aHrMOMOBHOrO CnifnkyBaHHA MamnbyTHiX IT-¢axiBuis HeobxigHo cdopmyBaTu
BMiHHS pPO3YMITW OCHOBHY iH(pOpMaLito, TOMOBHY idel TeKCTy, AeTanbHy
IHpopMauito, WO  KOpenwwTb 3 BIANOBIQHAMW  BMOAMM  YMTaHHA:
O3HanomroBanbHe, nepernagose Ta BuByarde. bepyun oo yeBarm HaykoBy
po3Bigky C. K. PonomMkiHOI,0KpeECNIMMO BMIiHHS1, XapaKTepHi BU3HAYEHUM BuOam
YUTaHHSA Y Mexax AndepeHuinoBaHoro HaB4yaHH4 [7, c. 15]:

1. YMiHHA nporHo3yBaTu 3MIiCT (paxoBOro TEKCTY Ha OCHOBI akTyarnisauii
JoOHOBMX 3HaHb.

2. YMIHHA CUMHTe3yBaTu 4M y3arasibHIoBaTu iHpopmaLito axoBOro TeKCTy,
06’eQHYyBaTM YaCTUHWN TEKCTY B €OQUHE Ljifie, BU3HAYaTM rofioBHY ifeto.

3. YMIiHHA aHanidyBaTM W KOHKpeTu3yBaTu iH(opmaLlilo, BU3HaYaTU
CYTTEBY/KMOYOBY iHpopMaLito, neBHi ¢akTM UM  apryMeHTu, 3HaxXo4uTu
npuvKraaun.

4. YMIHHA CrniBBIOHOCUTM OKpPEMi 4YacTUHM TEKCTy, KnacudikyBatn 4u
rpynyBatn iHpOpMaLito 3a MNEeBHUMW O3HaKaMu, BU3HaYatTM “3a” Ta “npotun’,
OiNUTU TEKCT HA CMUCIIOBI YaCUHMN.

5. YMiHHSA cucrtemaTtudyBsatu iIHpopmaLito 3a XPOHOOTIEH,
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anroputmizoByBaTu (Hanpuknag, y axosiv JoKymMeHTaujii) iHdhopmadiio.

6. YMIHHA ouiHIOBaTM W iHTepnpeTyBaTu iHGopmaLito; pobuTn BUCHOBKM;
BM3HA4aTW aKTyarnbHICTb iHpopMaLii y paxoBOMY NnaHi; BUCMOBIOBATU BriacHY
AYMKY; KPUTUKYBaATU YMKY aBTopa.

7. YMIHHA  nopiBHIOBaTM  BiAOMY  iHOpMaLilo 3  MPOYMTaHOLO,
BCTAHOBIIOBATW CrifibHE | BiAMIHHE B TEKCTax.

Cnigom 3a C. lO. Hikonaesoto [3] okpecnumo ABi nigcuctemu Ta rpynu
BMpas, WO BXOAATb 10 CUCTEM, 30Kpema:

| nincuctema: BrpaBu Ons (POPMYBaHHA  MOBJIEHHEBUX  HaBUYOK
NpoeCcinHO OPIEHTOBAHOIO aHIMMOMOBHOIO YNTaHHSA:

1 epyna: BrpaBu 19 POPMYBaHHA JIEKCUYHMX HABUHYOK NPOdEeCiNHO
OPIEHTOBAHOIO aHrMOMOBHOIO YNTAHHS;

2 epyna. Brnpasu Ons POPMYBaHHS rpamMaTUYHUX HaBUYOK MPodrecinHO
OPIEHTOBAHOIO aHrMOMOBHOIO YNTAHHS;

Il niacucTema: Bnpasu N5 PO3BUTKY U YOOCKOHANEHHIO YMiHb NPOdECIiHO
OPIEHTOBAHOIO aHrMOMOBHOIO YNTAHHSA:

1 epyna: Bnpasu, WO TOTYOTb CTyAeHTa [0 4MTaHHA npodhecinHo
OPIEHTOBAHMX @HITTOMOBHUX TEKCTIB;

2 epyna: BnpaBu OS5 PO3BUTKY BMiHb YMTaHHS NPOJECINHO OPIEHTOBAHNX
AaHrMOMOBHUX TEKCTIB.

OTxe,onUIEMO BU3HAYeHi MigcucteMu BnpaB Ta PO3rNgHEMO NpuKnagu
BNpaB Ansa nigcucreM 3a TeMOK 4eTBepToro Kypcy “Malware” B Mexax
HaBYaHHS BUBYAKOYOro BMAY YUTaAHHA. 3ayBaXKMMO, LLO BiAMOBIAHO 40 NPUHLMMY
aBTEHTUYHOCTI NpY po3po0bLLi BNpaB BUKOPUCTaHI ayTEHTMYHI dhaxoBi MaTepianu.

lMepwa nidcucmema crnpsmoBaHa Ha (OPMYBaHHS MOBITEHHEBUX
HaBMYOK, 30KpemMa JeKCUYHUX | rpaMaTtuyHMX HaBWYOK  MNPOdECIMHO
OPIEHTOBAHOIO aHIMIOMOBHOIO YMTaHHA | BKIOYAE peuenTuBHI, peuenTUBHO-
pPenpPOaYKTUBHI, HEKOMYHIKaTUBHI, YMOBHO-KOMYHIKaTVBHI Brnpasu. 3a3HayeHa
nigcucTema OXONSIE BNpaBn Ha onaHyBaHHA paxOBOI IEKCUKM, a came: Brpasu
Ha nNigCcTaHOBKY HeobXigHOro crnosa 4Yn pasun 3i CNUCKY;BNpaBu Ha nepeknag 3
IHO3eMHOI MOBW Ha pigHY | HaBMaku;BrnpaBW Ha TpaKTyBaHHA CniB 4u ppas
IHO3eMHOK0  MOBOIO;BMpaB/ Ha PYNyBaHHA CUHOHIMIB, aHTOHIMIB Ta
CMHOHIMIB;BNpaBN Ha BU3HAYeHHS CrioBa, ke He MigxoauTb A0 OaHOI rpynu;
BMpaBn Ha YTBOPEHHS CMiSIbHOKOPEHEBMX CriB; BNpaBy Ha BBELAEHHS JIEKCUYHUX
OOVHVLb Yepes aediHilil; BrnpaBu Ha 3anoBHEHHSA MNPOMYCKIiB B TEKCTI; BNpaBu Ha
3aBEpPLUEHHS CITIOBOCMNOSTYYEHHS, dopasn, peYEHHS; BNpaBn MHOXMHHOIO BUBOPY;
BNpaBu anbTepPHATUBHOIO BMOOPY. TakoX LS nigcMcTeMa BKIOYae BMOM BNpaB
Ha BignpauloBaHHA rpaMaTUYHUX HaBUMYOK NPOJECIMHO  OPIEHTOBAHOIO
AaHrMIOMOBHOIO YUTAHHA: BrpaBU Ha BUSBIEHHS rpaMaTUYHUX SIBUL, Y TEKCTI;
BNpaBNM Ha MOACHEHHS rpaMaTU4YHUX (OPM Yy peyeHHi; BrpaBuM Ha
TpaHcopmaLilo;BNpaBn nepexpecHoro BUMOOPY; BNpaBu Ha MNEPETBOPEHHS Y
cniB 'y HeoOXigHy opmy; BMpaBM Ha BUSABIIEHHS MOMWIOK, BNpaBu Ha
3HaXOO)KEHHS 3aMBUX CNiB; BpaBu Ha nepeknag; BApaBu MHOXWUHHOIO BMOOpY;
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BNpaBu anbTepHATUBHOIO BUOOPY.

BignoBigHO 00 HaWwoOro OOCNIMKEeHHs BMpaBu  Ui€l  nigcuctemu
MPOMOHYIOTLCA CTYAEHTaM 3 PI3HMM pPiBHEM BOJIOAIHHA iIHO3EMHOK MOBOK —
3aBaaHHA A nepegbadae [OCTaTHIM piBEHb CKMAAHOCTI; 3aBgaHHa B —
NigBULWEHNIA piBEHb CKNAaAHOCTI.

Hpuknan 1.

Mera: (bOpMYBaHHSI JICKCUYHUX HABUYOK BHKOPUCTAHHA JICKCHYHUX OIWHHIb
(TepmiHiB) 3a Temotro “Malware”.

Tun BHpaBH: PELENTUBHO-PENPOIYKTUBHA, YMOBHO-KOMYHIKAaTHBHA, TMOBHICTIO
KEpoBaHa 3 YAaCTKOBOK AaBTOHOMIE€D, BMOTHMBOBaHa, IHIWBiAyajbHAa, THCHMOBA,
v epeHIiioBaHa 3a piBHIMH CKJIaIHOCTI, OJTHOMOBHA, TI033ayTUTOPHA.

®opma KOHTPOJIIO: CAMOKOHTPOJIb, KOHTPOJIb 3 OOKY BUKJIa/1a4a.

Incrpykuisi: Some words were omitted in the phrases. Fill in the word(s).

A. Fill in the word(s) from the list below. Use the word(s) only once.

Hijacked, disrupt, downloads, sensitive, privileged access, polymorphic,
command-and-control, anti-sandbox, data, malicious.

1 |to...... or deny operation 6 |...... malware

2 | decrypting the system’s ...... 7 | ... techniques

3 |rootor...... 8 | ...... data

4 | drive-by ...... 9 |canbe...... by threat actors
5 |a...... server 10 | ...... traffic

B. Fill in the acceptable word(s) on the base of the text.Use the word(s) only
once.

1 ... access 6 | ....... resides only in the system’s RAM in
order to avoid being discovered
2 |toobtain ....... -level access 7 | can have adverse effects on users in
terms of annoying users with unwanted ads
3 |[to be designed to ....... a users|(8 |a...... intent to harm users
system
4 | to be designed to appear as a ....... 9 |aPUP,or....... unwanted program
program
5 | a backdoor virus or remote ....... 10 | ....... behavior

Y uim Bnpasi MPOMOHYTLCA AUEPEHLUINOBaHI 3aBOaHHA 3a pPIBHEM
BOMOAIHHA IHO3EeMHOK MOBOK, 30KpemMa Yy neplwoMy 3aBAaHHi CTYOEHTU
BMOMpPalOTb CNoBa 3i CIMCKY, a B APYroMy — BOHU MOXYTb CNMPATUCA TiNbkW Ha
iHpopmaLito, sIKy BOHM 3anam’atanu nig Yac umtaHHs. OTxke, YyMOBM BUKOHAHHS
3aBOaHHS BIOMIHHI, @ (POPMM KOHTPOSTHO OOHAKOBI.

IHpuxiaan 2.

Mera: ¢dopmyBaHHS TpaMaTHYHHX HABUYOK BHUKOPUCTAHHS MAacCUBHUX (opMm
JIECTIOBA.

Tun BHpaBH: peLENTUBHO-PENPOIYKTHBHA, YMOBHO-KOMYHIKATHBHA, TMOBHICTIO
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KEpoBaHa 3 YAaCTKOBOI AaBTOHOMIEIO, BMOTHBOBAHA,iHAWBIIyadbHa, MHCHMOBA,
v epeHIiioBaHa 3a piBHIMH CKJIaIHOCTI, OJIHOMOBHA, 110332y TUTOPHA.

®opma KOHTPOJIIO: CAMOKOHTPOJIb, KOHTPOJIb 3 OOKY BUKJIa/1a4a.

Incrpyxkmisi: In most texts about IT technologies the active and passive forms of the
verb are used.

A. Put the verbs in brackets into the correct active or passive tense.

The term malware 1)....... (use) first by computer scientist and security research
Yisrael Radai in 1990.However, malware 2) ....... (exist) long before this. One of the
first known examples of malware 3)....... (be) the Creeper virus in 1971, which 4).......
(create) as an experiment by BBN Technologies engineer Robert Thomas.Creeper
5....... (design) to infect mainframes on ARPANET. While the program 6) ....... (not,
design) functions, or steal or delete data, the program moved from one mainframe to
another without permission while displaying a teletype message that read, “I’m the
creeper: Catch me if you can”.

The text is borrowed from https://searchsecurity.techtarget.com/definition/
malware

B. Rewrite the sentences in the passive.

1. A worm may damage data directly or it may degrade system performance by
tying up resources and even shutting down a network.

2. Robert Morris, Jr. wrote and released the worm in late 1988.

3. Today, both black hat hackers and governments use malware to steal personal,
financial, or business information.

4. The criminals may employ a variety of sophisticated tactics.

5. How do you remove malware?

6. Who created the Creeper virus?

Y Opyromy npuvknagi TakoX MPOMOHYKTbLCA 3aBAaHHA 3 PI3HUM piBHEM
cKnagHocTi. Tak B nepLuoMy 3aBAaHHi CTYAEHTU NMOBUHHI BXUTU MacuBHI (oopMu,
a B OpyroMy — TpaHCOPMYyBaTu peYvYeHHS 3 aKkTMBY Yy NacuB. TakMM YUMHOM
YMOBW BUKOHAHHSA 3aBAaHHS | 0OpMU KOHTPOSO € AncbepeHLiMoBaHUMN.

MeToto gpyroi niacucteMm € MakcMMarnbHO TOYHE | AeTanbHe PO3yMiHHS
npodoecinHO opieHTOBaHOro Tekcty “Malicious Software”. Y mexax nepLuoi rpynm
Brpas, L0 roTyl0Tb CTyAeHTa OO0 YUTaHHA TEKCTY, OOUINbHMM € aKTUBI3yBaTu
JPOHOBI 3HAHHS 3 TEMW 3 METOIO MOAASTLLLIONO NOPIBHAHHS iHpOpMaLii 3 TEKCTOM.
BnpaBn 3asHadeHOl nigcuctemMm CnmMparTbCsa Ha YypaxyBaHHS HaBYallbHUX
CTuniB CTydeHTiB. Pi3Hi rpynn CTyOEHTIB MOXYTb pO3rnsgartv pi3Hi acnektu
PO3KPUTTS Temu “3rnoBMUCHE nporpamHe 3abesneveHHs”. OTxe, HaBeoemo
NpVKNaz nepLuol rpynm Bnpas.

Ipuxaan 3.

Mera: aktuBizanis (oHoBHX 3HaHb 3 Temu “‘Malicious Software” Ta possutok
YMiHb IPOrHO3Y BAHHS.

Tun BIIPaBHU. peUEenTUBHO-PEIPOTYKTHBHA, peenTUBHO-TIPOTYKTHBHA,
NpPOJYyKTUBHA, YMOBHO-KOMYHIKAaTUBHA, KOMYHIKaTHBHA, 4YaCTKOBO KepoBaHI 3
HaITiBaBTOHOMI€IO, MiHIMAJIbHO KEPOBaHI 3 YMOBHO-IIOBHOIO aBTOHOMI€I0, BMOTHBOBAHA,
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TpyIoBa, yCHa, audepeHIiiioBana 3a PIBHIMH CKIAJHOCTI Ta HAaBYAJLHUMH CTHJISIMH,
OJHOMOBHA, ayIUTOPHA.

®opma KOHTPOJIIO: B3aEMOKOHTPOJIb, KOHTPOJIb 3 OOKY BUKIIaa4a.

Incrpykmisi: Using your background knowledge about malware be ready to
consider different aspects of the topic with the aim of predicting and comparing
information that you know with the information of the text that you are going to read. Do
the tasks according to your preferable modality.

Visual Modality

A. Work in small groups. You have found a picture devoted to the types of malware.
Comment on it.

Trojan

}TYPES OF MALWARE

User-level

@ 2
Rootkit \ Do

malware

-

Keml Backdoor

The picture is borrowed from https://www.google.com.ua/search
B. You have got some associations with the topic “Malware”. Generate
some ideas and create the mind map. Give your comments.

< »

—_—  —

MALWARE
A//\_L

<% >

Auditory Modality

A. Discuss the following questions about malware in your group.

1. What is malware?

2. What types of malware do you know? Share your knowledge.

3. Is malware legal? Give your reasons.

4. How can a user notice malware?

B. Discuss in your group the problem about anti-malware strategies.
Kinesthetic Modality
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A. Work in pairs. One of you hasto give a definition to the notion that you see on
the card. All the notions are connected with the topic “Malware”. Your partner has to
guess what it is. Exchange the roles.

Card 1: sensitive data. Card 2: disguise. Card 3: self-replication. Card 4:
privileged access.Card 5: computer infection.Card 6: corrupt data. Card 7: polymorphic
malware.

For example: Card 0: Spyware

Student A: The term includes botnets, adware, backdoor behavior, keyloggers, data
theft and worms.

Student B: It is spyware.

B. You have to conduct a survey devoted to anti-malware. Ask the students of your
group and write information. Then summarize information and give your
recommendations.

Questions Student 1 Student 2 Student 3 Student 4 Student 5

=

Y 3a3HadeHoOMy npuknadi 3aBAaHHA OUepeHUitolTbCS 3a HaBYalibHUM
cTunem (ypaxoBYETbLCA CEHCOpHa MOAaribHICTb: Bidyanu, ayaianu, KIHeCTETUKN)
Ta 3a piBHEM BOOAIHHA iHO3eMHOK MOBOKW. B fakocti onopu ang Bidyanis
MPOMNOHYOTLCS FOTOBa CXemMa TUMiB 3MOBMUCHOIO NPOrpaMHoro 3abesneyvyeHHs
ONS KOMEHTYBaHHS, Yy 3aBOaHHi 3 NiABULEHUM piBHEM CKMagHOWIB CTyAeHTaMm
HeobBXigHO CaMOCTIMHO 3reHepyBaTh IHTENEKTyanbHy KapTy i BUCIOBUTUCH LLOA0
Temun. [ina aygianis onopoto CAyrytoTb NUTaHHA AN opraHisauii 0GroBopeHHs,
Ha npoTusary iHwWa rpyna aygianis BubygoBye Gecigy 3a CBOIMW 3anUTaHHAMMU .
Mepwa rpyna KiHECTETUKIB Mpautoe 3 KapTkamu 3i CrpOLEeHVM 3aBAaHHAM,
30KpemMa HafaHHA gedoiHilii nNeBHUM MOHATTAM 3a Temok. BogHouac
yCKINnagHeHUM 3aBAaHHAM N1 KIHECTETUKIB € NPOBefEeHHSA OOCIIAXEHHS Y rpyni
lwoao npobrnemun “Anti-malware”. XapakrepHum npunomMom €: gudepeHuinoBaHi
HaBYanbHi CTUMI Ta PIiBHI BOMOAIHHS aHIMINCbKOK MOBOK — AUEpPEHUINOBaHI
YMOBW BUKOHAHHSA 3aBAaHHSA — audpepeHuinoBaHi popmMu KOHTPOrSTHo.

Apyaa epyna enpae ppyroi nigcmctemMu cnpsiMoBaHa Ha PO3BUMTOK BMiHb
NpodeCinHO OPIEHTOBAHOIO aHIMIOMOBHOIMO YMTAHHSA TEKCTIB Ta peani3yeTbcd
Yyepes TaKi BUOW BrpaB: BiAnoBiAb HA 3anUTaHHS; BNpaBu MHOXWHHOIO BUGOpY;
BNpaBu anbTepHaTMBHOrO BMOOPY; BNpaBu Ha 3aBEPLUEHHS BUCIIOBIIHOBAHHS;
BNpaBM Ha CKNagaHHda nMfaHy A0 TeKCTy, BhnpaBuM Ha  YNopsaKyBaHHS
IH(popMaLil;BNpaBn Ha BU3HAYEHHHA CTPYKTYPHUX KOMMOHEHTIB TEKCTY; Brpaswu
Ha BW3HA4YEHHA TOSIOBHOI AYMKM Ta BW3HAYeHHs iHopmauil, sika peTtanisye
FONOBHY iAeto; BNpaBu Ha nepeknag okpemmnx absauis; BnpasBu Ha y3araribHEHHS
iIH(popMaLLiT; BNpaBn Ha CTBOPEHHS MOHOJSIOrY, po3irpyBaHHs Ajanory; Bnpasu Ha
HarnuMcaHHA aHoTaLil O TEKCTY.
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Hpuknan 4.

Merta: po3BUTOK BMiHb y3araJbHIOBATH MPOYUTAHY 1H()OpMAILiTO.

Tun BHpaBH:peLENTUBHO-TIPOAYKTHBHA, KOMYHIKaTHBHA, YaCTKOBO KEpOBaHI 3
HariBaBTOHOMi€r0 (st 3aBmaHHS A), MiHIMAIGHO KEpOBaHI 3 YMOBHO-TIOBHOIO
aBTOHOMi€r0 (mWisi 3aBmaHHA B), BMOTHBOBaHA, IiH/JWBiNyanbHa, YyCHA, TNHCHMOBA,
madepermiiioBaHa 3a PIBHAMH CKJIQIHOCTI Ta HABYAJHLHUMHU CTHISMH, OJHOMOBHA,
ayIUTOpHA.

®opma KOHTPOJII0:B3a€EMOKOHTPOIIb, KOHTPOJIb 3 O0OKY BUKIIA/1a4a.

Incrpykuisi: As an IT-specialist you have found the text about malware connected
with your interests.

For Students with Synthetical Way of Thinking

A. Read the text “Malicious Software”’andsummarize information from the text
using the following table. Use an inductive strategy.

Definition of

T f malwar How malware works Similar programs
malware Ypes ot malware prog

B. Read the text ““Malicious Software” and summarize information of the text
“Malicious Software’’using an inductive strategy.

For Students with Analytical Way of Thinking

A. Read the text ““Malicious Software” and summarize information of the text
“Malicious Software’” using the plan. Use a deductive strategy.

1. Malware as malicious software.

2. The main types of malware (worm, virus, Trojans).

3. The other types of malware.

B. Read the text ““Malicious Software” and summarize information of the text
“Malicious Software’’using a deductive strategy.

Lls BnpaBa npu3aHayeHa ON1S CTYAEHTIB 3 Pi3HUMWU HaBYalbHUMU CTUNAMU
Ta PpPi3HMMK PIBHAMW BONOAiIHHA iHO3eMHOT MoBM. Onopu y BapiaHti A
nepenbayeHi ons CTy4eHTiB 3 AoCTaTHIM piBHEM BOMOAIHHSA IHO3EMHOT MOBU i
npencraBrneHi 3a gonomorokd Tabnuui Ta nnaHy. 3a cnocobom 06pobBKK
IHpopMaLiT CTYAEHTW y3aranbHIKTb IHpOpMAaLLito, BUKOPUCTOBYKOUMN IHOYKTUBHY
Ta [OeAyKTMBHY cTparterii. [lpurom, SKUA BUKOPUCTOBYETLCS B MpUKNagi:
AndbepeHuinoBaHi HaByasribHi CTUNI Ta PiBHI BOMOAIHHA aHIITINCLKOKO MOBOK —
AndbepeHLinoBaHi yMOBM BUKOHAHHSA 3aBAaHHS — OAHAKOBI (pOpPMU KOHTPOITHO.

Takum 4mHOM, npefcTaBneHa cuctemMa Bnpas Ansa OndepeHLUinoBaHOro
HaB4YaHHS ManbyTHiX IT-cpaxiBuiB NPOdECINHO OPIEHTOBAHOIO aHrOMOBHOIO
YATaHHA  003BONAE  egeKTMBHO  BMOYyOOBYBaTM  HaBYanbHUA  MpoLec.
MepcnekTBM  OOCRigKEHHs  nondraloTb Yy po3pobui  BnpaB  Ans
AndpepeHUinoBaHOro HaB4yaHHA MNPOdECIMHO OPIEHTOBAHOIO aHrOMOBHOIO
ayitoBaHHS.
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CuHEKOIT O. C. Cucmema ynpaxicHeHul 01a ouggpepenyuposannozo odoyuenus oyoyuwux HT-
CREYUAIUCMo8 nPopheccuoHaIbHO OPUEHMUPOBAHHOZ0 AHZNOAZBIYHO20 YMEHUAL.

B cmamve paccmampusaemces npobaema paspabomxu ynpasxcrenuil 0nsi oughghepenyuposanno2o
00yueHUss  OYOyWuUx  CHeyuarucmos no  UHQOPMAYUOHHLIM — MEXHOAOSUAM — NPOPeCcCUOHATLHO
OPUEHMUPOBAHHO20 — AH2NOAZLIYHO20 — umeHus. [Ipoananuzupoéanvl  HayyHble OOCMUMNCEHUS. NO
pazpabomke cucmemvl YApadscHenuti 0ns oughgepenyuposannoco obyuenusi. Onpeoenenvl yMeHuUs:
npoOeccUOHATbHO  OPUESHMUPOBAHHO2O AHZNOAZLIYHO0 UMeHUs. 05l OOYYEeHUs. O3HAKOMUMETbHOZO,
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npocmMompogoeo U usyuaioweeo  umenus.  Paccmompena  cucmema  ynpasxcrenuii  Ons
Ooughpepernyuposannoco o0OyueHusi NpPo@ecCUOHATbHO OPUECHMUPOBAHHOLO AHSIOA3LIYHO2O UM EHUs.
Onpeoenenvt  06e  noocucmemvl  ynpagichenutl  (ynpagsicnenusi 01 (hOPMUPOBAHUSL  HABBIKOG
npOGhecCUOHATLHO OPUEHMUPOBAHHO2O AHZIOAZLIYHOZO YMEHUsL U YHPAICHEHUS OISl PA36UMUsL YMEHUL
nPOGecCUOHAILHO — OPUEHMUPOBAHHO2O — AHZIO0S3bIHO20 — umeHus).  [Ipoananuzuposanst — epynnol
VAPAXsCHEHULL 0151 O8YX NOOCUCEM. YumeHbl YPOSHU 8IA0EHUsL UHOCPAHHBIM A3bIKOM U Y4eOHble cmuie
cmyoenmos-0yoywux HT-cneyuanucmos. Ilpedcmasienvt npumepvl YRpajcHeHutl Olisi Pa3HbIX SpYHn
Oughpepenyuposannozo 0Oyuens nPogheccuoHAIbHO OPUSHMUPOBAHHO2O AH2TIOA3LIYHO2O YMEHUSL.

Knrouesvte cnosa:  ouggpepenyuposannoe  obyuenue,  o6yoywue  HT-cneyuanucmol,
NPOGeCcCUOHATbHO  OPUEHMUPOBAHHOE AH2LOSA3bIYHOE O0WeHUe, cucmema YNpajiCHeHull, umeHue,
VUeOHbIll CMUlb, YPOBHU GIAOEHUS UHOCIPAHHBIM S3bIKOM.

SYNEkOP O. S. The exercises system for differentiated instruction of English for specific
purposes of reading comprehension to the future 1T-specialists.

The article deals with the problem of developingthe exercises system for differentiated instruction
of English for specific purposes of reading comprehension to the future specialists in the field of
information technologies. The scientific achievements in the exercises system developingfor
differentiated instruction have been analyzed. The skills of English for specific purposes for teaching
skimming,scanning and detailed reading in differentiated conditions are determined. The exercises
system of English for specific purposes of reading comprehension for differentiated instruction is
considered. Two subsystems of exercises (exercises for the formation of reading comprehensionsub-
skills for English for specific purposes and exercises for the development of reading
comprehensionskills for English for specific purposes)are defined. The groups of exercises for two sub-
systems have been analyzed. The levels of foreign language proficiency and the learning style of future
IT-specialists are taken into account. The examples of reading comprehension exercises for
differentedinstruction of English for specific purposes are presented.

Keywords: differentiated instruction, future IT-specialists, English for specific purposes,
exercises system, reading comprehension, learning style, levels of foreign language proficiency.
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Cnabko B. M.

TEXHONOINYHE 3ABE3NEYEHHA NMPOLIECY ®OPMYBAHHA
NMPOEKTHO-TEXHONOMNYHOI KYNbTYPU YYUTENIB TEXHONOT A
B CUCTEMI HENEPEPBHOI OCBITHU

Y cmammi nopyweno numanna mexuonoeiunozo 3abesneuents npoyeCy gopmysanus npOEKmHO-
MEXHONO2IUHOI Kynbmypu Yuumenie MEXHON02I 6 cucmemi HenepepeHoi 0cimu; pPO32IAHYMO
cneyuixy po3e a3Ky meXHON02IUHUX Ma KOHCMPYKMOPCbKUX 3a0ay, BUSHAYEHO e8PUCMUYHI NPABUId,
Wo micmame NesHi NPUutiomu i MOJNCYMb OYymu KOPUCHUMU NPU GUKAAOAHHI OUCYUNTIH MEXHIKO-
MexXHOI02IYH020 YUKIY. Pywilinoto Cunoto npoyeCy gopmyseanus npOEKmHO-MEXHON02IUHOI KyIbmypu,
Ha OYMKY aemopa, € 6MOMmueoSaniCmov cnyxaui, w0 NpOsGIAembcs 6 IXHbOMY NpacHeHHl 00
0C06uUcmiCHo20 pegrexcusroe0 npogeCionanizmy, Camopeanizayil.

Asmop 3asnauae, wo nepemeopenHs, sKI 6i00yealombcsi Cbo200HI Y Guwyill MEXHONO2IUHIL
0Csimi, Hemoxcnugl 6e3 HaYkoso20 O6Ipynmyeannss 6CIX eleMenmie HAgUaNbHO20 npoyecy, a
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