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RUSSIA’S INFORMATION WARFARE AGAINST UKRAINE.
ASYMMETRIC RESPONSE

The article analyzes the stereotypes that are formed from the emotions that arise in response
to the image created by announcements. This article assesses the anti-Ukrainian rhetoric of
Russian propaganda, the disinformation defined as a basic of the information war against Ukraine;
the Russian media create fictional news about Ukraine via manipulation, simulation and actors.
There is necessity of finding alternatives to counter the information war, activity of the
psychological operations units; and forming the overall communication strategy and use
asymmetric response to the Russian hybrid war.

Keywords: information, emotion, stereotypes, disinformation, information war, Russian
aggression, propaganda, communication strategy.

Information is a keyword of the term «information warfare». Information should be perceived
consciously. However, we perceive consciously only 15 % of any information message, and 85 %
being unconsciously perceived information. Words form the image. The image gives us an emotion
which leaves no place for rational reasoning.

Repeated emotions form stable reaction and launch associative array. Thus, the stereotypes
are being formed.

Starting a hybrid war, Russia caught Ukrainian forces off guard, moreover, Ukraine was
demoralized. However, the Russians could not secure a total victory on the information front.

In recent years Russian media thousand times talked about Nazi atrocities. And today,
featuring some footages of Ukrainian soldiers, verbal contortionists from Russian TV perform video
editing tricks like depicting SS signs on the helmets of Ukrainian soldiers, thus, forming a chain of
negative reactions. This is the way how Russian media manipulators work and wage information
warfare against Ukraine.

It came to a point that Russian media manipulators even resorted to creation of fictitious news
about Ukraine via simulation and actors. One must thoroughly understand the influence of the
media on an individual and society to efficiently counter information terrorism.

The information war technology is the audience segmentation. Information or semantic war
first wins minds and only afterwards — territory.

It is important to block and ban those TV channels, which spread hatred and war-mongering.
Some Ukrainian TV channels are also infamous for controversial content, and it depends on social
responsibility of their owners. However, media owners should be encouraged to uphold their civic
stance.

Information warfare and hot war are two sides of the same coin. It is not yet clear, which side
is more important. In Russia, whole information strategy is subject to one intention and one
decision-making center, and it acts in combination with other factors: military component,
economic pressure, energy blackmail.

Enormous efforts and funds have been invested in the democratization of Russia. But life has
shown that it has produced no results. The Kremlin believes that the Internet is the only source,
which allows penetration of Western ideology into Russia, because everything else is under control.

Almost all the rhetoric in the Russian media is anti-Ukrainian. Ukraine is never mentioned as
a subject of international politics. Notorious propagandist Aleksandr Dugin calls for extermination
of Ukrainians. It’s all broadcasted by Russian TV channels. Their main theses: all post-Soviet
countries are not able to survive on their own, and they cannot live without the help of Russian
Federation.

79



Cepis 22. Ilonimuuni nayku ma memoouKka 6UKIA0aHHs COUIAIbHO-NOIIMUYHUX OUCYUNITIH

Russian propaganda is the successor of the Soviet propaganda. Its techniques have been
improving, and now it has reached its maximum.

The Kremlin disinformation is constantly maintained and replicated, and we often settle down
after the first reaction. In the information warfare Russians stay one step ahead of us. Alternative is
as follows: it is openness of the government in the country as a factor of fighting corruption and real
changes.

A strong connection between society and the authorities, on the basis of mutual trust, can be
an efficient counteraction to such challenges. One of the trends of Russian propaganda is to alienate
citizens from the state. But Russia itself is facing much deeper problems, stemming from such
issues as: religions, languages, ethnic groups and economy. We must inform the public about what
is really happening in Russia.

The West faces its challenges as it responds to Russia. Unfortunately, Europe seems to
appease the aggressor. Such a stand manifests itself in delayed decision-making. They abstain from
any decisive steps believing that otherwise the situation will surely get worse. But in war it is
important how promptly and correctly we react. Putin’s Information System infiltrates political
institutions of the West and poses a risk. Realizing what is happening in Ukraine now, we can better
understand what happened in Georgia and Moldova.

Attack is the Russian information warfare tactics. Ukraine resorts to defensive tactics.
Resorting to defense leads to defeat. We need initiative and counterattacks. It is necessary to expose
those problems in Russia, which are perceived as stereotypes. It’s a widespread belief that the truth
is always a defense, but sometimes the truth should be made a weapon of offensive. War is not only
a defense and attack; it’s a war that should be waged on enemy territory.

Decision-making in Russia is faster than in Ukraine. It’s high time to make adjustments in the
decision-making system to counter Russia’s pressure. The speed and urgency of communication is
extremely important, because it is important who said something first.

There are international Conventions, which ban chemical weapons, landmines, etc. Now it’s
necessary to adopt international preventive measures to counter Kremlin’s information aggression.

An important question is foreign broadcasting on information space of Russia. Today Russia
follows the path of self-isolation. But we must counteract. Partly, this function is performed by
Ukraine Today TV channel, broadcasting in English as well. What is important is actual
broadcasting of nationwide Ukrainian channels in Eastern Europe and the former Soviet republics.
The majority of residents of neighborhood countries and Balkan countries are capable more or less
to understand Ukrainian.

We need more creative ideas from Ukraine. More attention should be paid to interesting
stories, which are based on facts.

TV has the effect of simultaneous access to a gross audience, unlike the Internet, and through
the visualization it becomes a powerful tool of information warfare.

Ukraine gains experience and that experience begins to change the situation fundamentally.

People do not want to receive information only by reading and watching, they want to
communicate. There are perception stereotypes. People only listen to what they want to hear. News
is served as entertainment. Entertainment appeals more than the truth. There is a shift towards form,
not content. It is necessary to take important facts and make them interesting facts that are
perceived much easier.

Psychological operations units can efficiently counteract the Kremlin’s information warfare.
The Center forms the main vector, but performance is effective only if it is decentralized.
Communicative strategy of every person should be part of an overall strategy. Message that we
create should be repeated many times. Different stories, different topics with different components
should be subject to the same strategy.

The main strategy is to show what kind of new Ukraine we ask for.

80



Hayxkoeuii ywaconuc HI1Y imeni M. I1. /Ipacomanosa Bunyck 16°2015

References:

1. babkina O.B. [Ilomituko-npaBoBa KyJbTypa JIEMOKPAaTHYHOTO THITYy: IPOOIEeMHU
dopmyBanust [Texcr] / O. B. babkina // HaykoBuii wacomuc HamioHaJbHOTO IE€IaroriaHoOro
yHiBepcutety iMeHi M. II. [IparomanoBa. Cepist 22. IloniTH4HI HAyKM Ta METOJMKA BHUKJIQIAHHS
COMIANBHO-TIOMNITHYHNX Juciuiunie  [Biam. pexa. O. B. babkimal. — K. : Buag-so HITY
imeni M. II. JIparomanosa, 2011. — Bumn. 5. — C. 5-10.

2. Dzherdzh Sergii. Ukraine, NATO and non-alignment / Sergii Dzherdzh // Political science
magazine «Geopolitica». — Anul XI, nr 52 (3/2013). — Bucharest, Romania. — 2013. — P. 215-
216.

3. Dzherdzh Sergii. Impact of the NATO and OSCE on stability in Ukraine / Sergii
Dzherdzh // Political science magazine «Geopoliticay. — Anul XII, nr 56 (2/2014). — Bucharest,
Romania. — 2014. — P. 135-136.

4. Dzherdzh Sergii. Kremlin inforwars: Ukraine struggles to overcome Russian
disinformation campaign / Sergii Dzherdzh // Political science magazine «Geopoliticay. — Anul
XII, nr 57 (3/2014). — Bucharest, Romania. — 2014. — P. 203-204.

5. Manoiino A. B. TndopmaniitHo-nicuxonoriyHa BifiHa: ¢akTopu, 110 BHU3HAYAIOTH QopmaT
cydacHoro 30poiiHoro koH(piikty / A.B. Manoino // Marepiamu V MixxkHapoaHOI HAyKOBO-
npakTU4HOi KoH(pepeHuii «IHpopmauiiini TexHonorii ta 6e3nekay, M. KuiB. — Ne 8.— 2005.—
C. 73 - 80.

6. Kopcyn Cepriif. SIk 3HHIIYIOTH YKpaiHIB. 25 KaJap y pociiicbkux HOBUHAX [EnexkTpoHHMH
pecypc] / Cepriii Kopcyn // «Kpemenuyrckmii Temerpadgb». — Ne 26. — 2014. — Pexum
noctymy : http://www.telegraf.in.ua/topnews/2014/07/05/yak%E2%80%93%20znischuyut%E2%80
%93ukrayincv%E2%80%9325%E2%80%93kadr%E2%80%93u%E2%80%93rosyskih%E2%80%9
3novinah 10038122 .html.

7. Pymok Cepriil. Sk ctBOopuTH 00pa3 Bopora? VYKpaiHa B pPOCIHCBKHMX MiJIpYyYHUKAX
[Enextponnuii pecypc] / Cepriii Pymioxk // Ictopuuna mnpaBma. — 2011. — Pexum
noctymy : http://www.istpravda.com.ua/digest/2011/09/18/54961/.

8. CensiBun [ImuTpuii. Poccust pe3ko yBeIMYMBAET pacxojibl HA «3a0yrOpHYIO» IporaraHmay
[Onextponnbiii pecypc] / HAmurpuit CensBun // HoBwele wu3Bectus. — Pexum moctyma
http://www.newizv.ru/politics/2014-09-30/2083 54-rossija-rezko-uvelichivaet-rashody-na-
zabugornuju-propagandu.html.

9. IlytuH: TBI X€ MNOHUMaelb, JKOpMK, 4TOo YKpamHa — 3TO Jaxke HE TOoCyIapcTBO!
[DnexTpoHHbI! pecypc] // YHIAH. — 2008. — Pexum
noctyra : http://www.unian.net/politics/108325-putin-tyi-je-ponimaesh-djordj-chto-ukraina-eto-
daje-ne-gosudarstvo.html. — Ha3ga c 3xpana.

Jceporc C. @. Inghopmayiiina siina Pocii npomu Ykpainu. Acumempuuna 6i0nogios

Y cmammi npoananizosano cmepeomunu cnpuuimamms, AKi opmylomucs 3 emoyill, wo
BUHUKAIOMb 5K peakyiss Ha obpas, cmeopenull iHpopmayiinumu nogioomienHamu. Y cmammi
300CHEHO  OYIHKY  AHMUYKPAIHCObKOI  pumopuxku  pocCilicbKoi — Nponazamou,  GU3HAYUEHO
oesinghopmayilo, 5K OCHOBHY MAKMUKY IHpopmayiinoi eiinu npomu YKpainu, cmeopeHHs
pociticokumu 3MI eucadanux nosun npo Yxpainy 3a Oonomozoio MaHinynayiu, imimayii ma
akmopis.  OOIPYHMOBAHO  HEOOXIOHICMb  NOWIYKY — AlbMepHamusu  30IUCHEeHHS  NPOmuoii
iHGhopmayiiniu Gilini, yyacme y yYboMy RniOpPo30ini6 NCUXON02iYHUX onepayit. 3anponoHoeaHo
Gdopmyseamu 3a2a1bHy KOMYHIKAMUBHY CIMpamezilio ma 3acmocos8y8amu aCuMempuyti 6ionogioi Ha
POCIUCHKY 2IOPUOHY BIlIHY.

Kmouosi cnosa: ingopmayis, emoyis, cmepeomun, Oesingopmayis, iHpopmayiuna eiliHa,
pocilicbka azpecis, nponazanoa, KOMYyHIKAmMueHa cmpamezisi.
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Jtceporc C. @. Ungopmayuonnas eovna Poccuu npomus Yxpaumvl. Acummempuunvlii
omeem

B cmamve npoananusuposanvl cmepeomunsi 60CHpUAMUL, KOMOpble QOPMUPYIOMC U3
IMOYUL, BO3HUKAIOWUX KAK Pearyus Ha o0pa3, cO30aHHblll UHGOPMAYUOHHBIMU cOOOWjenuamu. B
cmamuve oCyWecmesiiend OYeHKa aHMUYKpAuHCKol pumopuku pocCUliCKOU nponazanobl, onpeoeieHa
O0e3uHgopmayus, Kak 0CHOBHAS MAKMUKA UHDOPMAYUOHHOU BOUHbI NPOMUE YKpauHvl, coO30anue
poccutickumu CMU svimbluinennblx Hogocmetl 06 YKpaurne ¢ noMowbio MAHUNYIAYUU, UMUMAYUL U
akmepos. Obocnosana  He0OXOOUMOCMb — NOUCKA — ANIbIMEPHAMUBYL ocywecmenenus
npomueooelicmeus UHGHOPMAYUOHHOU BOLHe, yuacmue 6 dMomM NOOpPa30eNeHUll NCUXONOSUUECKUX
onepayuii. Ilpeodnodceno opmuposams 06WYIO KOMMYHUKAMUBHYIO CMpamezuio U NpUMeHsamb
acumMmempuyHvle Omeemsl Ha POCCUUCKYIO 2UOPUOHYIO BOUIHY.

Kniouesvie cnoea: unghopmayus, smoyus, cmepeomun, oe3uHgpopmayus, UHGOPMAYUOHHAS
801IHA, POCCULICKAS a2peccus, NPONazanod, KOMMYHUKAMUBHAS CMPAMe2Us.
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Bonowyx IO. 1.

) ITPOBJIEMATHUKA IIEPIOIUKH )
YKPAIHCBKOI HAIIOHAJIBHOI MEHIIMHU PYMYHII

Y ecmammi pozkpumo npoyec cmanoénenns ma po3eumox npecu YKpaiHCbKoi HayiOHANbHOIL
menwunu Pymynii. Busnaueno micye nepioouku 6 npoyeci 32ypmyeanHs YKpainyie Pymymuii y
bopomv6i 3a 30epedicents C80€I HAYIOHANLHOI I0eHmuyHOCmi. AKYeHMOBAHO y8azy Ha iX poni y
nowupeni 3axo0ie Cowsy ykpainyie PymyHii y po36umky KyaibmMypHO2O Ma pPenicitiHo20 HCUmmnis
HayioHanvHoi ykpaincokoi menwiuny. Ilokazano pons 4aconucié y Hanazo04ceHi pisHOMAHIMHUX
83a€EMO038 ’A3Ki6 yKpainyie Pymynii 3 Ykpainow ma pozwiupenus mpboxcmopoHHIX GIOHOCUH MIdHC
Vkpainoio, ykpainyamu Pymyuii ma midxcnapoonumu opeamizayiamu yKpainyie. Bioznaueno, wjo
PeoaKxmopu Hamazarwmuvcsi Ha C80IX CMOPIHKAX NPABOUBO BUCBIMIIOEAMU (DI NAAMUY HOBIMHbLOL
icmopii Ykpainu.

Knrouosi cnoea: ykpaincoka nayionanona menwiuna Pymynii, «Binone cnogoy, « Yxpaincokuu
sicnuky, Cors ykpainyie PymyHii.

ChoroieHHs MATBEPIDKYE, 10 0€3 BIACHUX IPYKOBAaHUX YACOIMHUCIB yKpaiHChKa HallloHAJIbHA
MeHIInHa PymyHii, He 3Morma 6 30epert €IHICTh Y 00pOTHOi 3a CBOIO HALlIOHAJIBHY 1I€HTUYHICTS!
MOBY, TyXOBHICTh, KyJbTYypy. MeTOIO NMaHOi cTaTrTi € aHaii3 pojii yaconuciB Coro3y yKpaiHIliB
PymyHil y BUCBITJIEHH] CyCHIIBHO-IOJITUYHHUX MPOOJIEM Ta HUIAXIB 1X BUPILICHHS B YTBEPIKCHHI
HaIllOHAJIBHOT 1ICHTUYHOCTI YKpaiHiiB PymyHii.

AGcomoTHa OIBIIICTh €THIYHUX YKpaiHLiB PyMmyHIT MpOXHBarOTh B YOTHUPHOX pErioHax —
[Tlinenna bykoBuna, Mapamoporuna, JloOpymka ta banar. Icropudna 1075 perioHiB € pi3HOO.
Tak, ykpainui IliBnennoi bykoBunu (moBiTm CywaBa 1 borymanm) Ta MapaMmopomuHu €
ABTOXTOHHUM HacesjeHHsM. OHak 3a 06araTo BIKOBY ICTOPIIO IS 3€MJISl HEOJTHOPA30BO MEPEXO U
BiJl OJHUX JAepkaB 10 iHmMX. Ykpainui B oOpymxki (pymyHcbka wactuHa IlpuaynaB’s) — ue
Hamaakd 3amopi3bKuX Ko3akiB, ski mepecenwnuck Hanpukinii XVIII cr. 3 3amopizpkoi Civi B
nensTy JlyHato 1 3acHyBanu 3anynaiiceky Ciu. Ykpainui nposinuii banat (3axigHa dYacTHHA
Pymynii) mosBuines Hanpukidii XIX-XX cT. BHACHiIOK MepecesieHHs B MOBOEHHI POKH B IIEH
perioH ykpainuis 3 Mapamypeunry.

BaxnuBuM TeHEPYHOUMM €JIEMEHTOM Y CYCHUIBHO-TIONITUYHOMY 3TypTYBaHHI YKpaiHIIIB
PymyHnii € ix rpomanceka opranizamiss — Coro3 ykpainuiB Pymynii (CYP). Coro3 ykpaiHiiB
Pymynii (29 rpymus 1989 p.) yTBOpeHuid 5K HeypsmoBa, HEKoH(]eciiHa 1 HenmpuOyTKoBa
oprasizarlisi, METOIO JISTIHOCTI SIKOI € 3aXUCT MpaB 0cCi0, 1110 HaJIeXKATh 10 YKPATHCHKOI MEHILINHH,
30epeXeHHs MpaB Ta YTBEP/KEHHS iX €THIYHOI, MOBHOI, KyJIbTYpHOI Ta PENITiiMHOI 1IEHTHYHOCTI,
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