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Technologies for strategic communications
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Abstract. The research analyzes the realization problem and funda-
mentals of the strategic communications functioning system in terms of
a modern information society. The research systematizes the experience
of the North Atlantic Alliance in the field of introduction of advanced
technologies of strategic communications from the military and security
perspective. The research reveals the essence and specific nature of strate-
gic communications modeling as the newest tool of strategic management.
The research proves the interrelation of the globalization and technolog-
icalization processes with the transformation of information and commu-
nication technologies. The emphasis is put on the multidimensionality of
understanding of the research issues, which is due to the complexity of
formalization of the strategic communications tool.
Three technologies of strategic communications modeling are offered:
«Conceptual», «Design» and «Crisis». A comparative review of these tech-
nologies is carried out in accordance with the essential indicators existing
in NATO standards (STANAG). The emphasis is made on the key com-
ponents on which effective strategic communications modeling depends.
The approximate algorithm for modeling strategic communications is de-
fined, with the help of which it is possible not only to minimize the conse-
quences of information manipulation and abuse but also, remaining within
democratic practices, influence information, and communication reality,
presenting it in a positive light, form (change) public opinion, information
retrievals and trends, etc.

Keywords: communication, strategic communications, model, modeling,
modeling technologies, NATO

Relevance of the study

Information is one of the key resources in today’s world. The access to
information is an important benefit of civilization and is thoroughly regulated
by the state. At the same time, the active development of information and
communication technologies, deepening globalization processes, changing ide-
ological paradigms, intensifying confrontational processes between centers of
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power, along with simmering armed conflicts and interstate contradictions all
over the world, significantly increase the level of manipulation and information
abuse. In one form or another, the manipulative component of the communi-
cation process is an integral part of modern media discourse.

Under these conditions, the need to ensure the information security of a
person / social group / organization / state becomes particularly relevant. A
system of strategic management is a comprehensive mechanism to reach the
required level of information security.

Modern tendencies as for complexity of socio-economic relations lead to
the need to improve systems and models of strategic management as a neces-
sary condition for the society development. Defining the concept of strategic
management involves the management system formation of a certain (strategic)
type with the goal setting as an initial stage of strategic actions. Therefore,
strategic management is a process by which managers exercise long-term com-
mand and control of the organization, determine specific objectives, develop
strategies to achieve these objectives, taking into account all relevant (most
significant) external and internal conditions, and, also, ensure the implementa-
tion of relevant, formulated plans that are constantly developed and changed
[1]. In modern conditions of the information society, the key direction of strate-
gic management is the contemporary information and communication tool —
strategic communications (hereinafter — StratCom). Effective use of this tool
is possible if there is a technology development for StratCom modeling, which
are scarcely studied now.

The aim of this paper is to analyze the specifics and main trends of
technologies for StratCom modeling as one of the key directions of strategic
management, integrate the experience of NATO strategic communications sys-
tem functioning, define algorithms for strategic communications modeling and
their comparative characteristics.

Study results and discussion

In the modern sense, the term «strategic communications» was first used
by large multinational companies in order to formulate approaches for their
image promotion (goods/services) to the public (consumers). Then for the
first time, the basic StratCom principles were formulated:

- systemacity, systematicity and consistency;
- multi-channel nature;
- compliance of messages and statements with the real state of affairs;
- taking into account the specifics of the audience;
- providing feedback, etc. [2].

In the public sector, StratCom was first used by the US Department of De-
fense after the failure of the information component during the warfighting in
Afghanistan in 2001. At that time, StratCom has become the tool for coordi-
nating activities in the information space.

Today, the North Atlantic Treaty Organization (NATO) is a key interna-
tional actor in the implementation of advanced strategic communications tech-
nologies in the military security perspective. In an interview with Ukrinform,
Barbora Maronkova, Director of the NATO Information and Documentation



Technologies for strategic communications modeling 67

Center in Ukraine, explained, “Strategic communications sound difficult, but
in fact, it is very simple. It’s all about coordinating positions and the ability to
speak ‘with one voice’” [3]. The current scheme of the strategic communications
implementation in NATO is shown in Figure 1.

Figure 1. How StratCom interacts in NATO (URL: https://publicintelligence.net/wp-conten
t/uploads/2012/11/nato-stratcom.png)

During various NATO activities, Allies representatives emphasized the
following basic provisions:

1. StratCom should not be considered as:

- dogma that must be perceived and fulfilled word by word;
- technology that conceals or obscures the truth;
- method of destructive influence upon people;

2. The constant StratCom principles of are:

- managed leadership; responsibility; dialogics; unity of efforts;
- responsibility; experience; comprehensiveness; effectiveness;
- continuity; proactivity; certainty; delegation of authorities; creativity;

3. The formula for StratCom can be described as follows:

- «What we can say and what we not»;
- «StratCom = What we can and cannot do»;
- «Place and time of our activity» [4, p. 7].

NATO representatives call the key components of the StratCom imple-
mentation process:

- understanding by the authorities of society, its informing and involve-
ment to promote interests and objectives through the influence on per-
ceptions, guidelines, beliefs, behavior;
- coordination of actions, images, statements in support of policy and
planning in order to achieve comprehensive strategic goals;

https://publicintelligence.net/wp-content/uploads/2012/11/nato-stratcom.png
https://publicintelligence.net/wp-content/uploads/2012/11/nato-stratcom.png
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- recognition that all operations and activities are important components
of the communication process, since everything that the communication
center says and does or unable to inform and fulfill has predictable and
unpredictable consequences for target and non-target audiences;
- recognition that StratCom is not additional actions, but an integral part
of the planning and implementation of all operations and activities [5].
Thus, in the public sector, the definition of «strategic communications»

is defined as a set of activities implemented, as a rule, by the Ministry of De-
fense and other authorized government agencies in order to have a dialogical
and informational impact on a specific audience. The main difference between
strategic communications and the traditional unilateral influence on the audi-
ence, which is used in public diplomacy, is that the new way of working with this
audience involves a dialogic form of interaction, namely bilateral information
sharing [6, p. 247].

The Glossary «Basic Definitions and Terms of Strategic Communications:
Standards based on NATO Documents» provides the following definitions and
terms of «Strategic Communications»:

1. The coordinated and appropriate use of NATO information activities
and capabilities — public diplomacy, public affairs (PA), military public
affairs, information operations in order to achieve NATO goals.

2. In the NATO military context, the integration of communication capa-
bilities and information staff function with other military activities, in
order to understand and shape the information environment, in support
of NATO strategic aims and objectives. [4, p. 150].
Georgii Pocheptsov emphasizes the possibility of communicative mecha-

nisms to transform the information space so that as a result other spaces will
be transformed: social, economic, political, military and diplomatic ones [7,
p. 55]. Since, the effectiveness of the state information policy implementation
and providing the national security of the state directly depends on the de-
gree of the organization of the StratCom modeling process. Not only military
actors but also actors from other spheres of life are involved in the StratCom
implementation.

One highlights the main stages of the StratCom implementation process,
given by Kapshtyk O.V:

1) specifying political goals;
2) the target audience recognition;
3) determining the desired behavioral effect of affected objects;
4) determining ideological attitudes;
5) formulation of the basic purposes for the prepared messages and the

planned actions;
6) coordination of information influence, concerted and political actions;
7) synchronization actions of information mediums on time;
8) planning priority measures and countermeasures;
9) assessment [8, p. 153].
Taking into account the specific tool of StratCom, one notes that in or-

der to increase the efficiency of the StratCom implementation process, it is
necessary to detail the StratCom modeling technologies.
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Determining the conceptual apparatus, one notes that technology in Anglo-
Saxon terminology means «applied knowledge». In the modern interpretation,
technology is a set of scientific and engineering knowledge embodied in the
methods and means of work, sets of logistics factors of production, types of
their combination to produce a particular product or service. The following
requirements are put forward to modern technology:

- high degree of the division process at the stage (phase);
- systemic completeness (integrity) of the process, which should include
the whole set of elements that ensure the appropriate completion of human
actions in the goal achieving;
- regularity of the process and the unambiguity of its phases, which allow
the use of average values characterizing these phases, and hence their
standardization and unification;
- technology is an integral part of the process — a set of actions that are
performed over time;
- technological process is carried out in artificial systems designed to meet
certain needs [9].
As for the definition of «model», this is defined as the simplified similarity

of the system, which reflects its essential properties and correlations. Model
building is the most important part of the research. Modeling is the process of
building a model, the main problem of which is usually to find a compromise
between a simple system description and detail degree for him. Modeling is a
scientific method of studying a real system (object, process) replacing it with
a system, namely a model (which reflects the essential properties of the real
system) and determining the characteristics of the model in order to obtain
new scientific knowledge of the object being modeled [10].

Systems modeling technology includes a sequence of the following actions:
1) setting a goal for modeling;
2) analysis of the modeling object and selection of its known properties;
3) analysis of the selected properties from the point of view of the purpose

of modeling, definition of essential features;
4) formalization of the initial problem;
5) establishment of a mathematical model;
6) model solution;
7) analysis of the given model for consistency of the modeling purpose;
8) examination of the model adequacy;
9) solution implementation [10].
It is worthwhile to distribute activities of the StratCom modeling into the

following timespans:
- long-term perspective (12 years);
- medium-term perspective (6 years);
- short-term perspective (2 years) [11, p. 234].
The following units can be related to the StratCom model building tech-

nologies:
1) conceptually-oriented — associated with obtaining results that de-

scribe such categories as «vision», «mission», «objectives»;
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2) problem-oriented — priority problems are solved in order to implement
the strategy. These strategies undergo solution.

3) design-oriented — action planning is carried out to implement strategic
objectives and solve problems [12, p. 14].

Each StratCom model is based on the systematic use of instrumental
methods that solve individual tasks of dynamic planning and decision-making.

Based on the foregoing, one outlines the main StratCom modeling tech-
nologies (Fig. 2) and compares their characteristics (Table 1).

№ 1 «Conceptual» StratCom modeling technology. This technol-
ogy is applied when the situation is most favorable for information campaigns:
the main purpose of the StratCom is to form (adjust) public opinion in the
audience, which value orientations fully or mainly meet our needs.

№ 2 «Design» Stratcom modeling technology. This technology is
applied in the case when the formation (adjustment) of public opinion takes
place in the most unfavorable environment. The value orientations of the au-
dience only partially meet or do not fully meet our needs. The StratCom im-
plementation in this case is based on the formula: unacceptable — radical —
acceptable — reasonable — popular — current norm. The implementation of
this technology requires significant resource allocation.

№ 3 «Crisis» StratCom modeling technology. This technology is
applied in a crisis situation. In this case, the StratCom actors should prepare
the regulatory framework in advance and platforms on the basis of which the
operational center will be created and (if necessary) additional means of com-
munication. This unit should provide round-the-clock monitoring and control
of the crisis situation, coordination of actors‘ information efforts, information
coverage through pre-defined anti-crisis expert speakers (if necessary), estab-
lishment of narratives and on their basis the development and implementation
of operational messages to interpret events in accordance with our needs.

Summing up the research, it is important to note that in the modern
world, StratCom plays the role of the so-called «the information space arbiter».
Constructing complex narratives of information reality, creating on their basis
information retrievals and trends, the StratCom actors in one form or another
influence the formation of public opinion while lobbying the interests of civil
society and the state.

Effective StratCom modeling depends on the following key components:
- trained personnel with specified roles, missions and tasks able to make
flexible decisions in crisis situations;
- comprehensive vision of current social problems and ways to solve them;
- clear coordination of actions in the information space;
- formalized narratives with concise and clear messages;
- trust of the objects of information influence to the StratCom actors
- necessary resources and logistics base (depending on the scope of tasks);
- theoretically reasonable and practically outlined mechanisms of inter-
action of the StratCom actors
- understanding of the importance of each component of the communica-
tion process;
- constant monitoring of the information space and providing feedback.
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*The defined algorithm is indicative, since StratCom modeling problem is considered in terms
of «ideal» variables. In practice, the set of tasks facing the StratCom modeling actors may
not be so obvious (difficulty in target audiences identification, their trust level, ambiguity in

assessment the StratCom effectiveness, providing feedback, etc.).
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Table 1. Technologies comparison for strategic communications
modeling

№

Substantive
indicators
(consistent
with NATO

standards [13])

StratCom modeling technologies

№ 1
«Conceptual»

№ 2
«Design»

№ 3
«Crisis»

1 Audience outreach Maximum Maximum Target

2 Expending resources Moderate Maximum
Depending
on crisis

scale

3 Number of narratives 1–3 More than
3 1

4
Number of

communication
channel

Maximum Maximum Maximum

5 Time frames From 2 months
to 2 years

From 2 to
12 years

Up to 2
months

6 Communication
platforms If necessary N/A Mandatory

7
Information and
Psychological

communication
If necessary Mandatory N/A

8 Publics Affairs Mandatory Mandatory Mandatory

9

Public diplomacy and
military activities in

support of public
diplomacy

Mandatory Mandatory If
necessary

10 Media Liaison Mandatory Mandatory Mandatory

11
Information activities

of International
Military Cooperation

Mandatory Mandatory Mandatory

12 Civil Military
Cooperation (CIMIC) If necessary Mandatory Mandatory

13
Actions in cyberspace

including social
networks

Mandatory Mandatory Mandatory

14
Key leaders

engagement in
information activities

If necessary If
necessary

If
necessary

15

Internal
communication (work

with
personnel/internal
public relations)

Mandatory Mandatory Mandatory
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